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® 11 MRS E S RS M E

Y/ELlE D At BIERS NAE IP
L
PC-A | OpenFlow Switch | Centos 5.6 3217 | 2G Eth1:192.168.100.11/24
1 MAC:40:16:9F:F3:44:C0
With Netfpga
PC-B | OpenFlow Switch | Centos 5.6 3212 | 2G Eth1:192.168.100.22/24
2 MAC:00:1F:D0:92:25:5B
With Netfpga
PC-C | OpenFlow Switch | Centos 5.6 3212 | 2G Eth1:192.168.100.44/24
3 MAC:00:19:DB:47:BD:1E
With Netfpga
PC-D OpenFlow Ubuntu 10.04 2G Eth1:192.168.100.100/24
Controller 32 fi1 MAC:
CRH POXH 00:0C:29:A9:2B:4E
PC-0 HostA Fedoral 13 32 2G MAC:68:05:CA:08:1F:C4
A Eth1:172.18.216.49
Netmask:255.255.255.0
Gateway:172.18.216.254
DNS:222.200.160.1
PC-1 HostB Fedoral 13 32 2G MAC:14:CF:92:F9:FF:6B

fiz

Eth1:172.18.216.42
Netmask:255.255.255.0
Gateway:172.18.216.254
DNS:222.200.160.1

LR S5 F IR 2 POX+POXDesk. POXDesk #& POX ff)—AN4L44, #4407 web U, #7195 7R switch A1 host
HBEIM . BoR switch (R ZEIIRE. FaEUhht: https://github.com/09zwcbupt/undergrad_thesis

458




BT KRR
BB RM B 7 RIEATR AL SR ATIRE (H SDN £k i —Fh
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2-1 SEBEM BT REAR TR R FHELL
1. HE M
POX XU EIIf¥) PacketIn W B BEATMRMT, 5 K P12 DNS request £, T HEHLH!
W4, iR BB AT 35 AR B e 005 B R R

2. BRI
£ POX H#F 1) 12_learning A& H[5] /0 3l AT & ok, Thae 5 J5 # [H
12_learning.

3. AR

WoB R A A RN, B KA A7 R BF(BloomFilter[6, 71+, TE i
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log Hi&; A ATE, POX MLKEIH 416 N R EL
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B R -
B [P i S 5 S e X B i 51 % http://www. mws|.org.cn/hosts/hosts
Ferhlsr 13923 MEEIRA .

() FREXRIIBIT/ERRE
R B AR TAERFE W 2-2 B
1. ¥k te DNS 13K
2. OpenFlow Switch i #] DNS &K, &g A &5 B B4R SCE 2 i Packet_in
(R B 25 SDN F5 il %
3. SDN #% il 222 4k OpenFlow Switch | & (4R SCREAT EARNT, IS5 A B4
FAEATIULHS, X 2R 44 By 344 B AT 58, X PR A AN IR AL AT B SR
IR, AR, ik MO Internet, SEIL DNS 375 KA R

(4
TR
______________________ (3)

DNS &
A H

(4
TR

R

K 2-2 BRI T SRR D RE AL
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http://www.mwsl.org.cn/hosts/hosts

2.1.3 TREAINREFIREAE R

A Pl 747 77 ZE AR Dy R ) S HE AR AE =S U7 THI :
1. PC %% " S 48 A S 344 U7 ) IR 55

PC %% /7 it Uy [ 0 il iy 4 3 A4 U7 1), 7 234 DNS Bl #iie s IP Hhudik.
F 52060 TR, PC %0 P Bl 25 25 9 4 B 44 B <blacklist txt” 31 HE4T Vi 141«
I, 27 kA8 A Scapy[8]14: % 10 #5 4= i “blacklist.txt” 512 H W = W sk 35k 44 1 1]
B, SRARALL PC 22 7 b J 44 5 A 22 A IRl dE 4707 18] AR 10

AR a0 R
HEHH R T
dnsvl.py HF&E A4 T A 55
HHH R R R R R R R R R R R
#!/usr/bin/python
from scapy.all import *
from time import sleep

fd = open("blacklist.txt",'r")
i=1
dns_server ="222.200.160.1"
while True:
q = fd.readline().strip() # use strip to take off '\n’'

if not q: # to the end of file, url is null

break
printi,q
i+=1
send(IP(dst=dns_server)/UDP(sport=RandShort())/DNS
(gr=0,0pcode=0,rd=1,qd=DNSQR(gname=q,qtype=1,qclass=1)))
sleep(10)

2. SDN %l gext B g 22 #ebl_Ei% 1 DNS B SCHATH SR M, SHkosc
VA SRAFHT 1 WX 1k A vk 10047 ) W

(a)ﬁﬁ%§:

OpenFlow Switch 2 FI1R 2 MR A, XT3%F K 96 [0 < 1 1 SDN
FEay, Bk, ERATN firewallv2 gy, FRATIEREAS switch B0 5t T &R
7%, ik DNS request @ B %25 H12%8 . # Nk, X+ OpenFlow Switch i% I k)
Packet_in JH S EATE, XJT DNS ig R EHat, AT checkBlackList

PRI, AT IA) T R 0 3t B 42 B <blacklist.txt” 1) 2 42 1 f¥) Bloom Filter.
ARSI R

e

firewallv2.py #% il #57E % Switch RGN FARMAE I, ik Switch Bl 2
DNS request £ H. $212% 21 32 il 2%

e

7158



def _handle_ConnectionUp (event):
global connectionUpNum
if connectionUpNum == 0: # initial the bloomfilter only once
_init_bloomfilter()
connectionUpNum +=1

#sw = core.openflow.connections.keys()

msg = of.ofp_flow_mod()

#msg.priority = 65535

msg.match = of.ofp_match()

msg.match.dl_type = pkt.ethernet.IP_TYPE

msg.match.nw_proto = pkt.ipv4.UDP_PROTOCOL

msg.match.tp_dst =53

msg.actions.append(of.ofp_action_output(port = of. OFPP_CONTROLLER))
event.connection.send(msg)

EERERERR SRR AR R R e e e R R R R R e R R A s e R e R e
firewallv2.py DNS i >R it 5005 0 3 35
HEH R R R R R R
p = event.parsed.find('dns’)
if p is not None and p.parsed and p.gr == 0: # gr=0 means DNS request
eth_pkt = event.parsed
if checkBlackList (p,eth_pkt.src,eth_pkt.payload.srcip): # if it's URL in
BlackList, just drop it.
return

(D) fAEAT 55 v 4 W«

SR BB RN LU, AT R R DL N AE THFE
FEFRATHY firewallv2 iR, FATME A T Bloom Filter iX Fh 2% i) % AR = HIBE L
AR ER, O 2 NG 2 47 Feplacklist.txt” 42 5 — 4> Bloom Filter, £E[E & fEHL
FAMAVIEEA -

RIS IR
B R R R R R R R
BloomFilte.py Bloom Filter ¥ 45 4 WA =% 1
B R R R R R R

HHHHBHHH R R R R R A
firewallv2.py %P3k B2 44 #<blacklist.txt” —BloomFilter #1451k
HHH R R R R R
def _init_bloomfilter():

global bf

fd = open("./ext/ blacklist.txt",'r")

i=0

while True:
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url = fd.readline().strip()  # use strip to take off '\n’
if not url: # to the end of file, url is null
break
if bf.has_element(url) == False:
bf.insert_element(url)
else:
=i+l
print '%d url :%s has exist' % (i,url)
print "BloomFilter is ready."
fd.close()

HHHHH R R R R
firewallv2.py DNS i 3R i) &1L PE 30
R R R R
def checkBlackList (p,srcMAC,srclP):

global bf,cnt

for g in p.questions:
if g.qclass == 1 and ( g.qtype == 1 or g.type == 28):
# g.class=1, means g.class=IN. g.qtype=1, means q.qtype=A, is ipv4;
# q.gtype=28 or Ox1c means g.qtype=AAAA, is ipv6
#a = g.name.strip(".sysu.edu.cn™)
if bf.has_element(g.name) == True:
cnt+=1

f = open("./ext/firewall.log",'a")
f.write(str(cnt)+" find URL in BlackList: "+g.name+"\n")
f.write("from mac: "+str(srcMAC)+", ip:"+str(srcIP)+\n’)
f.write("time: "+str(time.ctime())+"\n\n")
f.close()
print "%d find URL in BlackList: %s" % (cnt,g.name)
print "from mac: %s, ip: %s" % (srcMAC,srclP)
print "time: %s\n" % time.ctime()
return True

else: # not find
return False

else: # if is not dns packet
return False

3. SDN ##iill#s X%t DNS I SCH G bE AW 5 A B LS. B R GEEL R
H, GRAERE B E S, WEARATERE, CRUE IR P bt m LG ).
MBME T K:
XHEIRATNS 1 12_learning X AMEHL . FATHH T LearningSwitch iX -5,
HIRATVE BN, AR H o R A S 2O R vk, AT — R
WSt ik 3] OpenFlow Switch 3 1.
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XTI HHLIE PRI, BB RAED T
()58 FH U bk 0 L i 1 B8 i 3 Mk g 11
(2)#1 transparent = False A1 LA M ZEA 215 LLDP 8358 1 H B9 Huhik @& Mt JE
Hibks ZRE, BEF
Q)AIWT H kb R H R ? £ rs, fzit.
(4) W73 11 H BOHE AT M bk O 2 B ? AR, Az t.
(5) 40 e o g 1 AR A\ o 2 5 — A2 2R, BER.
(6)IE 3 %45 5% & OpenFlow Switch |-, 1343 OpenFlow & #H13E 24 (13 11 R

AR 0T

HHHHH R R R R
firewallv2.py DNS 2 4l 3CH)E32 14 I W fo 1 b BEAL )

R R R R
self.macToPort[packet.src] = event.port # 1

if not self.transparent: # 2
if packet.type == packet.LLDP_TYPE or packet.dst.isBridgeFiltered():
drop() # 2a
return

if packet.dst.is_multicast:
flood() # 3a
else:
if packet.dst not in self.macToPort: # 4
flood("Port for %s unknown -- flooding™ % (packet.dst,)) # 4a
else:
port = self.macToPort[packet.dst]
if port == event.port: # 5
# 5a
log.warning("'Same port for packet from %s -> %s on %s.%s. Drop.
% (packet.src, packet.dst, dpid_to_str(event.dpid), port))
drop(10)
return
#6
log.debug(“installing flow for %s.%i -> %s.%i" %
(packet.src, event.port, packet.dst, port))
msg = of.ofp_flow_mod()
msg.match = of.ofp_match.from_packet(packet, event.port)
msg.idle_timeout = 10
msg.hard_timeout = 30
msg.actions.append(of.ofp_action_output(port = port))
msg.data = event.ofp # 6a
self.connection.send(msg)
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2.2 EEMEEGIAE R RINGERISCH (RIFD)

221 RV BB ARSGELERTERE

(—) TRV RIIBRGHELR
BB BT #YT R aE R SRR W 2-3 P, (LB AT 2 A DI RE K5 i
. 0T B AL AR L A% BAAE OB DR R S A4 B RE A AR R

— T e i
S e e e R R
| |
| I ! Eﬂ W4 i L4
| - N T R TR
| [ | |
| ! | | -
PacketIn & | | 3
| | | | IR
[ ! [ :I :I PR Al BE A,
| [ P |
| I P |
| gamamiss || | | | AT 4% S BRI
d

K 2-3 BRI Ry R DR R SHESE

1.9 4 SR A

BAE AP RN, BEIBAAFE] CBF(CountingBloomFilter)[9]H, &
&% WL_CBF(WhiteList CBF) . X f# #1528 & 4T 2 Me s H, HIBH SR
f£ WL_CBF #. #i7£, POX W54 switch K DNS ¥dlatu &% %; #5AE,
DULK 38044 16 N B8 44 LA A
AEIEP ST
GFW H 44 5. https://github.com/nOwall/gfw whitelist/blob/master/whitelist.pac
TATLAX 3 1 48 B O SRl FH DX 245 1€ s SR BT AN\l ki 0t B e, &0
ZEE., WREEMIELAH S, RFME 4P 21371 M4 .

2.5 BB B
5 opcode FB[10], HHI 4 (5 B I EIAR R CBF A1, B MAHRLIY
CBF #3844 1145 .. opcode HIEAE 5 X B 4 AE 40 N 38 2-1 Fros
< 2-1 opcode [MEE 5 %] B AE

opcode #{& #BRAE

10 ¥k 4 98 in#] BL_CBF
11 M BL_CBF 1 filfx ik 44

12 F I8 44 s % WL_CBF H
13 M WL_CBF H il 535k 44

14 B 44 295 % TLD_CBF
15 M TLD_CBF iz 544 3

2 X HEHYR TLD B SLD, A2 se s 44 .
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https://github.com/n0wa11/gfw_whitelist/blob/master/whitelist.pac

FERIE A IRINE] CBF 2|, = FIWig 425 4E CBF 11, &1E, NAG
s & ATE, WS, £ CBF Frlfl Biisids 2 /if, = Je Il 44 & 1545 CBF 1,
A e, WIMIER; HAE, WASHFATI BRI

3.7 SEIR AL R A B
(a) A4 4Rk

—N SRR AL B AN T A DUE B LR, AR TR ST A
Korbe, Bl

Ianddgw=/" b =1 s leleaelel s s Mot & I
Lol oo
Y FHlE Fil# Rk TRERE

2-4 SEEEIN A )T

=BT, &E— DAL FRATIR R4 (Top Level
Domain, TLD) , 7E_LFIKAHFH, com. us Al uk RIWMHEHAL . Hfa—
AN BB A RO 34 (SLD), fil4n, #44 yahoo.com ' yahoo &
Fih 4, 4 yahoo.caus ' ca s& I 4L, TMiR44 yahoo.co.uk Hoco s2 T
R4 . IO W) I T AR = 44, = P84 W IR BRI DU 8 44
DA SRHE

IS — 22 1 BT A ek 44 8 R RE Bl s — R 44 >R 3 BG, 0 music.baidu.com
map.baidu.com %5 R A& baidu.com K7rAC. B, AN, RELEENAL
S, HARE N — SR W2 TE; R EN S GEamTBEry, W
T2 HIBA WA LR, baidv AT5E, WA A map.baidv.com J&R] %€ .

(b) FEHLAFEH

AL, S T — ANkl 3844, 9 TAS B N4, FRATL I L ST
f¥) TLD A1 SLD(t %4 SLD).

TLD f#5iE A TLD (com. org. net Z), [EZ TLD (cn. us. uk Z5); SLD
AFE TLD FE XK@ A SLD (4 com. edu. co 2%, ENEMH (bj. gd 2.
BAVER K TLD.txt 45 TLD A1 SLD 3t 304 /. AT~ TLD/SLD #3i—4
Counting Bloom Filter, IXMHILEH 4, HIB/NMEZ .

Tl 0 NG REF, BEA S REAN TR, RS AR TS,
BE M H T H E S E TLD/SLD 1) Counting Bloom Filter 1. i R7E, T4k 4E
BT — DR WERATE, BT RMNGAELA R, A LA E Sa7 245 & st 3
M4 FEKFENBIER T —ARE, A7 A SERE BE BA Il o

(c) FTSEIR A A I

B % e 5 4, W www.lchc.com. www.lcbc.com, 5 ESZinl{E
4 www.ichc.com, HELEFEHL T A AR ZES, B Icbc. 1chc A icbc
TRAHALL o

X 3 K142 18] PR A g R EE B [11, 121R D, (AR NZE . AT 44 B b4
WA ENL4, 175 BK-tree[ 13X M &dls 45, BK-tree 1E4E X1 7] 5%~8%

SIS TLD 5 SLD, i AN 5e R4 .
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AN R T B R B g 4 R R T N A, A 3 B/ 1 G 8 B RS
minDist, THHEIFHARE /N, X TR, ARSI ERK M, t

Be g MR B IRy, 2y @ < MInDISt < By ) kg RaTsE i, K
140 R TS 1,

() ARV BYRI/ERE

TR W B R DR AR AR B AR D RE I AR AR AR — B

1. ik ik DNS 15K

2. OpenFlow Switch # I DNS &k, K A & {E Bk S22 Packet_in
(R B 45 SDN F54f) 2%

3. SDN = #il#5 M #% OpenFlow Switch &k 4 SCHHAT ALt , e E5ARMM A4
FAEATIULHC, VCREC RSB AT A TR 4 A, UGHC R U 5 A b i BE 44 Bt AT T
Ao UGHECH Y, TN B 4% 5y ek 4 AL b AT 5 5%, DLIRC 2 MO gk N mT S8 45 44 4
BRI Rt . B, ARSI R BRI RSk 4 % TLD\SLD, A5 %)
hostname (FEAL4) HEATHRUEXS L, R H g B 7E 1 3 2 2 [ 1E, Nk
LIl B, R HEITSISRES K, M2 EAREMN, SN
Internet, SZIN DNS 75 K0 M

2.2.3 FRY BRI N

AR b B3 7 SRR D RE AR L, T DR bl 55 S it I W B e B v
IR, KB RARBLE =5 T .

1. BEBERMBERBEIA
AR R
BHHHH R R R R R R
CountingBloomFilte.py CountingBloom Filter %3 4544 I, Fff 5% 2
B T R R R R T R T R A A A T R

B R R
firewallv8.py %=t W3k [ 4% B “whitelist.txt” —Counting Bloom Filter #J#41,
B R R
## White List CBF
f = open("./ext/whitelist.txt",'r") # the path has to be changed!!
i=0
while True:
url = f.readline().strip()  # use strip to take off "\n'
if not url: # to the end of file, url is null
break

C HERPIRAEBA S BN, AR ENE, TSP, TR L4
PG NG R ES, A B3 2] minDist, W ST AER K.
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if wl_cbf.has_element(url) == False:
wl_cbf.insert_element(url)
#else:
#  i=itl
# print '%d url :%s has exist in Whitelist' % (i,url)

print "CountingBloomFilter for Whitelist is ready."
print time.ctime()
f.close()

2. BBBEER
FERIANF BME 55 25K, AT AXS SR A4 . 1A% B, TLD 44 5l sEAT 3 n
BE IR I D RE o A A4 B9 B, 1 44 BRI AA R RN 5 080 R A% oA XS 3 Al an R

B R R R R R R R R R R R R
firewallv8.py Wik 444 B whitelist.txt” 154 70 5 k> 4% 08 Y
B R R R R T

def addURLtoWLCBF(p,srcMAC,srclP):
global add_wl_cnt, wl_cbf
for g in p.questions:
add wl_cnt+=1
if wl_cbf.has_element(g.name) == False:
wl_cbf.insert_element(q.name)
print "\nadd URL in WhiteL.ist: %s" % ¢.name
print "from mac: %s, ip: %s" % (srcMAC,srclP)
print "time: %s" % time.ctime()
f = open("./ext/addWLURL.log","a")
f.write(str(add_wl_cnt)+" add URL in WhiteList: "+g.name+'\n")
f.write("from mac: "+str(srcMAC)+", ip:"+str(srcIP)+'\n’)
f.write("time: "+str(time.ctime())+'\n\n")
f.close()
else:
print "Add error! %s has already been in WhiteL.ist." % g.name

def deleteURLIinWLCBF(p,srcMAC,srclP):
global del_wl_cnt, wl_cbf
for g in p.questions:
del_wl _cnt+=1
if wl_cbf.has_element(g.name) == True:
wl_cbf.delete_element(g.name)
print "\ndelete URL in WhiteList: %s" % g.name
print “from mac: %s, ip: %s" % (srcMAC,srclP)
print "time: %s" % time.ctime()
f = open("./ext/deleteWLURL.log",'a")
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f.write(str(del_wl_cnt)+" delete URL in WhiteL.ist: "+g.name+'\n’)
f.write("from mac: "+str(SrtcMAC)+", ip:"+str(srcIP)+\n’)
f.write("time: "+str(time.ctime())+"\n\n")
f.close()

else:
print "Delete error! %s is not in WhiteL.ist." % g.name

3. WEHRA KI5 ARt A W
ASBEI A IR 5 AR R W 2 P

()it A4 AR A L IE, WORIAAE A2 RN, B R, Wk
AAEA LR, WHENRA PRI UE, WOREA AR BN, MERESR, R
A ATE R AL, WBE N TTBE A B BeR Tl R ¢ .

iZﬁ)fﬁﬁ%ﬁD7<:

HHHHRHHH R R R R R R R

firewallv8.py 4 Bt g “checkURL T At R %K

HHBHBHHIH R R R

def checkURL (p,srcMAC,srclIP):
global bl_cbf,bl_cnt,wl_cbf,wl_cnt

for g in p.questions:
if g.qclass == 1 and ( g.qtype == 1 or g.type == 28):
if wl_cbf.has_element(g.name) == True: # Is url in whitelist?
#wl_cnt+=1
#print "%d %s is in wl" % (wl_cnt,g.name)
return False
elif bl_cbf.has_element(q.name) == True: # Is url in blacklist?
bl cnt+=1
f = open("./ext/firewall.log",'a")
f.write(str(bl_cnt)+" find URL in BlackList: "+q.name+"\n’)
f.write("from mac: "+str(srcMAC)+", ip:"+str(srcIP)+'\n’)
f.write("time: "+str(time.ctime())+"\n\n")
f.close()
print "\n%d find URL in BlackList: %s" % (bl_cnt,g.name)
print "from mac: %s, ip: %s" % (srcMAC,srclP)
print "time: %s" % time.ctime()
return False
else: # not find
#return False
return checkhostname(g.name,srcMAC,srcIP)
else: # if is not dns packet
return False

()33 NPT B8 38 44 R B AL 2R 4t 138k 44 B O 2 TLD\SLD, 4R J5 X hostname i3
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ATAABERS L, A R e P B AE 1 21 2 Z (Bl H3E, R E IR g ] Sedi 44

B R R R R R R
BKtree.py BK-Tree %#f 45 #4 WL % 3
B R R

HRH R R R R R R R R R R R R R R R R
firewallv8.py 4% J: TLD\SLD PLJ hostname AHALREEELEL,  “checkhostname”
PA K “checkinBKtree” IfHE KA
HHH R R R R R R R R R R R R
def checkhostname(url,srcMAC,srclP):
#print "checkin hostname %s" % url
hostname = url.split(".")
n = len(hostname)
foriinrange(l,n+1): #1]1,2,3,...,n]
if tld_cbf.has_element(hostname[n-i]):
continue
else:
if checkinBKtree(hostname[n-i]):
global tree_cnt
tree_cnt+=1
f = open("./ext/suspectURL.log",'a")
f.write(str(tree_cnt)+" suspect: "+url+\n’)
f.write("from mac: "+str(srcMAC)+", ip:"+str(srcIP)+\n’)
f.write("time: "+str(time.ctime())+"\n\n")
f.close()
return False

def checkinBKtree(name):
#print "checkin BKtree %s " % name
global name_tree, afa, beta #afa=1, beta=2
[minDist,minData] = name_tree.findMinDist(name,beta)
if minDist >= afa and minDist <= beta:
print "suspect url: %s, similar to: %s, minEditDist: %d" % (name, minData,
minDist)
return True # suspect
else:
#print "normal url: %s, minData: %s, minDist: %d" % (name, minData, minDist)
return False # not suspect
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2.3 EAINGESH RINGENBEESHRE LA

231 BARBERAFBEESEH

AR L TR B WA R AR RO AR, WA RTE, ARET
FrER RS, R TR E B T, RS A B IR A AN X, BT
BEER K. R4h, Bagpdwsad B EA, BRI ERAE B A
%o MR BB PR EEN T SRR 5, AR08 23 [ 4 K

T LLEW S E, BATEA Counting Bloom Filter A7 fif B (1 44 .,
RACRk A7 2 (B T8 5 R R %8 U ) e ) 485 i i /9 5 %0 Counting Bloom Filter
i1 Bloom Filter AFMI>K, FA1JE/A44 Blomm Filter, F/~44 Counting Bloom
Filter.

1. Bloom Filter

Bloom Filter & —Fh 2% (A8 2R = BE WL AR 254, e R AL B 2R 9 v
Kar—NES, HEAW— DN oREHETXNES. Bloom Filter FIX &k
el RN AW — N TRERE TENEAN, A RSN T
ELEMTTRIRANNBET X NES (false positive). K, Bloom Filter ANi& & Ak
e CTENRT KNG . MERE QMR RENNHZA T, Bloom Filter i
AR AR RN T A7l s ) B9 AR K 1945 . {H Bloom Filter ¥ false negative,
AETEAGTHTRIFNAINE TENES.

Bloom Filter F {7 B4R /R4 & 115, IR, Bloom Filter ;2 — M2 & m
SR, B—Ar#E N 0,

ojojofjojojofjojojojojoyo

K 2-5 Bloom Filter HI45R 25
NTRIES ={X, Xy, oo, X, JIXFE—A n NICEMIES, Bloom Filter ffH k 4
ST A 75 B0 (Hash Function), B A1143 B & w4 o0 R Wit 2
L. omERERE . WEE—AICER X, 5B 1A R B AL B hi(x) k2 i

BRI A<i<SK. FE, WRAEZREEN 1, B REGE—keEE
L, Jem LR AR SOR. £ FEY, k=3, HBEHADBA SRR PR
P8 (MNEBEEE AL
Xl X
T NS

ofrjofjofjrjojrjojrjojtrjo

2-6 x1 1 x2 £ )\ Bloom Filter

S TR POX, FRATH python f#) BitVector, B[y ¥2H 4545k 525 Bloom Filter, BitVector Hh4g—fiz
A2 1bit.
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FEFIWT y T8 TIXANEREGR, Xy MHAT k K0S 7y 8, iR P hily) AL
BHE 1 AA<is<k), BNy 2R EFHH TR, B ARy A2EEHH
TLER. FEPyl IARESTRICR. y2 & TRXANES, BN E2—1
false positive. #JG i Bloom Filter 17 /b Je s, MEBREN TR S HIE
Bloom Filter i}, RFFHAT k IRMGA B H .

').‘ _‘(,\

O11J0]JOJ1JOJ1JO}1]JO}12]0

K 2-7 Bloom Filter 7 i) 715
FEE . — Bloom Filter, B N3 S5 E% L.
B ESITTENECN N, BRI false positive AN €, T 75 ) Bloom Filter
O AR RS E L

>nM:nlog2e-logz(1/5)

In2 (1)
FIv s i Ay R A 0N -
k=In2-(m/n) 2)

FIT K F A1 W8 45 B 0 BKDRHash, fK#5[14], BKDRHash /2 & i {1 i ¥ %F
H A 75 BB S A VR4 B

TATTATH ¥ Bloom Filter X /M@ 4L 1) ek 4+ ZAL 5. BrgE—> Bloom Filter.
FAN—ATUE insert_element(). 2B EHICE has_element().

2. Counting Bloom Filter
A I N R A b A BEAT G, {H Bloom Filter ANSEHRR MR R 4F

T FATH Counting Bloom Filter 1£ 3 Bloom Filter. {f ¥ Bloom Filter 75 M bit,
BhE— bit Bi—Nit%ss, W Bloom Filter f AN 228 BUE N 0 5% 1, 1M %t

Jiff) Counting Bloom Filter frj4g — ANt 3asmBuE 0~ 1, WSS THE
t=109, 1 pits, 74 ATe I AR K AT RO S BN 1, MRk A4
SF Iy K AN 508 B 29 6k L.

[9172 W1, =4t Tk Hi IR SR UL L4 05, I AR 8 Va8 I (e i
16CRI S HORIMEZE Ny P <137>10°xM g 475 4 L SZ LI Counting Bloom Filter

ti, A t=4 BIf7 %414 Bloom Filter 1 4 %,

#37— Counting Bloom Filter i 75 B (& [ S0 F
BEESITCENECN N, ER K false positive AL €, NI FT F ) Bloom Filter
HOE A EER VR G EUVE
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m24.nM=4~nlogze-logz(1/g)

In2 (3)
FIT i A s A bR O -
k=In2-(m/n)=4-In2-log, e-log,(l/ &) (4)

BATSZH Counting Bloom Filter X AMEMLI R EFEOE: #HE—
Counting Bloom Filter. #fi A—~Jt% insert_element(). &ifl2 B ETHE TR
has_element(). iEr—~JT% delete_element().

Counting Bloom Filter F7 7 47 02040 m FI0GE Ay bR 2040 k B G M n
R € )b an i 2-8 2-9 Fvs . e —~0r 5 1 bit BN A7, U7
FAFE 100 JANIRAL, B2 0.0001 i, RIKCHURE 4 55 UK false positive
rate AU OL T, A5 2 6.34MB A7t 23 [ A1 37 NG s, Seieh, RATRIN,
FEA B Counting Bloom Filter, R 2% B 1) n {H HLSLPr s E A IR A IR £,
M ESE €201, HEARSHIT false positive. FTLA, fEYV FEINAER T, FRATHK
F )38 1 44 5 Counting Bloom Filter, Fri%x& S48 n=10 /7, €=0.1, XM
T 158KB (725 1A F1 10 ANE A R B WHRH R R R G RN, T 75 20k
n. € RMEAEAE R ARLE .

10" —— ———y

10

—a— err_rate=0.1
—+— err_rate=0.01
—#— err_rate=0.001
—+— err_rate=0.0001

10 10 10 10°

K 2-8 mPEn. € RSk

40 ————— ——r

5 I R S S S i | 1 I T T SR N | 1 T T T NI
10" 10° 107 10"

err_rate

K 2-9 k[ € rAR 1k a3
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2.3.2 HIEBAKM RGBS

1. Counting Bloom Filter

H5HBAREIRAEE, RS A SR TLD/SLD, H X4 —
AR 04 AT N4 SRR, FHE3LJF T TLD 1 SLD(4I R4 SLD).
n=1000, €=0.1, XI5 % 1.62KB 17125 [ A 10 57 BRI AL

2. BK-Tree[15]

1965 4F, MREFIES Viadimir Levenshtein 255245 B AHLEE (I H 7 — AN B
(1€ LMY 45 Levenshtein FEES, FRATEFME “YmiEiEs . #4558 A 2 B 1%
IR, RGN BB A e = AR, s b REZ DDA LI AR B.
i, M FAME 2| GATE fZ M4 (WX E#), M GAME 2| ACM IR % =
(M G F1E FE¥si0 C).

WEATR, BRI ER— a8 (tin GAME). DLUEHA—1
BRI 1 et R AR 5 AR Levenshtein BE 5. G0 B axX N PE BE &% ALk —
I, @S — DL 7 BVEERT R R A S £ B, BTN
Hii FAME, ©5 GAME MiE2N 1, TRFE-NILF, &% 5 N 1M
1, F—%4EAN GAIN, H5E 5 GAME REEE N 2, TRIBIERS N 2 iR .
HRFRFENIEAN GATE, 5 GAMEHEE N 1, TRIFEIRAm SN 1L WAL,
i I Hudd N\ 2 FAME FT/E 78, GATE 5 FAME IR A 2, T 23 GATE i {E
FAME TR, %58 2.

K 2-10 BK-tree ;=%

EHEAE 5 8. MR, ARl n e 52490y Stk s, 5
PR d, BRI ANE MET SR RN d A REEXT A, BRI K
P d=0 HI1 s CEAFERARRD BEIA M 775 S TRk AT S AT Lh A
HOT CAHERRIR 2 74, R IR A v UK

WA 0 5 (8 . G SR FRATT 75 R [ 5 AR Bia] B B AN ik n (R F 3R], IX
AN 5 B S AR BT ) BRI EE S O d, B T ORFRATT T B A S e
SAE d-n B d+n JEEI A FTEREN TR . BT niEERAD, BbRRSEAT
RUHEAT PO #0] DAHEBR IR 2 78 o

SEER B, — A B P T A R BT A T R 5% 8%, AT
AR R SRS . W TLD.txt SCRY A 5336 N 1ML, A il 42 4 baidv B,
HFEE 385 N AT LR, ENFS H baidv 5 baidu I 4miEEE /N C 1), 1
o] 5 s A LA 7.2%.
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BEF EREERER

3.1 BEMBEIY 7 REATNRERT LI

3.1.1 OpenFlow L% & #1464k

1.PC-A ¥tk
#1P i & (ifconfig)
ifconfig eth0 192.168.100.11

#HTAE AR R

{usr/local/shin/cpci_reprogram.pl —all

# T # OpenFlow bit S {4
nf_download /usr/local/netfpga/bitfiles/openflow_switch.bit

#152 & openflow datapath(i#% 42 /usr/local/netfpga/openflow/udatapath)
cd /usr/local/netfpga/openflow/udatapath
Jofdatapath --detach punix:/var/run/dp0 -d 40169FF344C0 -i nf2c0,nf2c1,nf2c2,nf2¢c3

#1512 Controller 247 18 15 (%42 /usr/local/netfpga/openflow/secchan)
cd /usr/local/netfpga/openflow/secchan
Jofprotocol unix:/var/run/dp0 tcp:192.168.100.100:6633

#EIRRE B
cd /usr/local/netfpga/openflow/utilities
Jdpctl dump-flows unix:/var/run/dp0

2.PC-B ¥4k
#IP Iic & (ifconfig)
ifconfig eth0 192.168.100.22

#ATAE AL

{usr/local/sbin/cpci_reprogram.pl —all

# 4% OpenFlow bit 3
nf_download /usr/local/netfpga/bitfiles/openflow_switch.bit

#¥% & openflow datapath(i4% /usr/local/netfpga/openflow/udatapath)
cd /usr/local/netfpga/openflow/udatapath
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Jofdatapath --detach punix:/var/run/dp0 -d 40169FF344C0 -i nf2c0,nf2c1,nf2c2,nf2¢c3

#5172 Controller 31718 15 (#% 4% /usr/local/netfpga/openflow/secchan)
cd /usr/local/netfpga/openflow/secchan
Jofprotocol unix:/var/run/dp0 tcp:192.168.100.100:6633

#ERIRTE B
cd /usr/local/netfpga/openflow/utilities
Jdpctl dump-flows unix:/var/run/dp0

3.PC-C #15s4k
#IP BC & (ifconfig)
ifconfig eth0 192.168.100.44

L GHAATTES
{usr/local/sbin/cpci_reprogram.pl —all

# 4% OpenFlow bit 3.
nf_download /usr/local/netfpga/bitfiles/openflow_switch.bit

#% & openflow datapath(i# 4% /usr/local/netfpga/openflow/udatapath)
cd /usr/local/netfpga/openflow/udatapath
Jofdatapath --detach punix:/var/run/dp0 -d 40169FF344C0 -i nf2c0,nf2c1,nf2c2,nf2¢c3

#5512 Controller i3t 4718 15 (#% 4% /usr/local/netfpga/openflow/secchan)
cd /usr/local/netfpga/openflow/secchan
Jofprotocol unix:/var/run/dp0 tcp:192.168.100.100:6633

#ERERE B
cd /usr/local/netfpga/openflow/utilities
Jdpctl dump-flows unix:/var/run/dp0

4. PC-0 ¥15E 4k

#Zum S E (gedit /etc/sysconfig/network-scripts/ifcfg-ethl)
# Realtek Semiconductor Co., Ltd. RTL-8169 Gigabit Ethernet
DEVICE=ethl

BOOTPROTO=none

TYPE=Ethernet

NM_CONTROLLED=yes

ONBOOT=yes

USERCTL=no

IPV6INIT=no

NM_CONTROLLED=yes

DEFROUTE=yes
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IPV4_FAILURE_FATAL=yes
NAME="System eth1"
UUID=9c92fad9-6ecb-3e6¢c-eb4d-8a47c6f50c04
IPADDR=172.18.216.49 ## [l " 1P ik
NETMASK=255.255.255.0
GATEWAY=172.18.216.254 #1% [ %) % 5 i k-
PREFIX=24

DNS1=222.200.160.1  ##& [ % DNS Hh ik

5.PC-1 ¥4k

#& 0T B (gedit /etc/sysconfig/network-scripts/ifcfg-ethl)
# Please read /usr/share/doc/initscripts-*/sysconfig.txt
# for the documentation of these parameters.
DEVICE=ethl

BOOTPROTO=none

TYPE=Ethernet

HWADDR=68:05:CA:08:1F:C4

ONBOOT=yes

USERCTL=no

IPV6INIT=no

NM_CONTROLLED=no

PREFIX=24

DEFROUTE=yes

IPV4_FAILURE_FATAL=yes

NAME="System eth1"
UUID=9c92fad9-6ech-3e6¢c-eb4d-8a47c6f50c04
IPADDR=172.18.216.42
NETMASK=255.255.255.0  ## [ ® 1P itk
GATEWAY=172.18.216.254 ## 7 % k¥ 5 M hik:
DNS1=222.200.160.1  #f%[m M DNS Hhhk

6.PC-D ¥1¥fitk
#1P it & (ifconfig)
ifconfig ethl 192.168.100.100

#POX N RITEMGECE, INHEAH AR

Jpox.py log --no-default samples.pretty _log web messenger \
messenger.log_service messenger.ajax_transport openflow.of_service \
poxdesk openflow.discovery poxdesk.tinytopo \

openflow.of 01 --address=192.168.100.100 --port=6633 \

firewallv2 py

& 3-1 frs:
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#. TopoViewer (] 0 © ® root@lzy-desktop: ~/pox
File Edit View Terminal Help

root@lzy-desktop:~/pox# ./pox.py log --no-default samples.pretty log web messengl@
er messenger.log service messenger.ajax transport openflow.of service poxdesk op
enflow.discovery poxdesk.tinytopo openflow.of 01 --address=192.168.100.160 --por
=6633 firewallv2 py
SR 0X 0.1.0 (betta) / Copyright 2011-2013 James McCauley, et al.
his program comes with ABSOLUTELY NO WARRANTY. This program is free software,
and you are welcome to redistribute it under certain conditions.
Type 'help(pox.license)' for details
|Ready .
POX> BloomFilter is ready.
1 find URL in BlackList: kx8.kzcai.com
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Wed May 28 15:26:15 2014

Sw2

00-1f-d0-92-25-5b

2 find URL in BlackList: kochtopf24.cu.cc
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Wed May 28 15:26:35 2014

3 find URL in BlackList: kk.a.5d6d.net
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Wed May 28 15:26:55 2014

40-16-9f-f3-44-c0

3-1 Switches iE#: F POX
SDN ¥zl 20k firewallv2 Ak, H % = 0wk B 42 Bblacklist.txt” 51| 7 4= i,
] Bloom Filter .42 Al 4% .

root@lzy-desktop:~/pox# ./pox.py log --no-default samples.pretty log web messeng
er messenger.log service messenger.ajax transport openflow.of service poxdesk op
enflow.discovery poxdesk.tinytopo openflow.of 01 --address=192.168.100.160 --por
t=6633 firewallv2 py

POX ©0.1.0 (betta) / Copyright 2011-2013 James McCauley, et al.

This program comes with ABSOLUTELY NO WARRANTY. This program is free software,
and you are welcome to redistribute it under certain conditions.

Type 'help(pox.license)’ for details.

Readyv

POX> BloomFilter is ready.

K 3-2 Bloom Filter C\4 il 2%
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312 EWMERFHIAR (—) —BREMBEVIR

B um PC-0, Jn#k dnsvl.py #ibk, #3L PC 2 /7 v W% = WX ik 3547 DNS 5
Ilﬂlﬁjﬁ, B id Wireshark Wi 2% Ethl 5 D 54 05 O, 4l 3-3 Aras:

Capturing from ethl - Wireshark [=][a][x]
Flle Edit View Go Capture Analyze Statistics Telephony Tools Help

& BlQ¢2evav/[EB oou@ @B~

|Filter: Hdns and ip.src==172.18.216.49 | v H Expression... || CIear||AppIy|
Time Source Destination Protocol Info —
185 24.806224 172.18.216.49 222.200.160.1 DNS. Standard query A www.umof.info
27 39.063643 172.18.216.49 222.200.160.1 DNS Standard query A sina.allyes.com
189 44,854799 172.18.216.49 222.200.160.1 DNS. Standard query A varzo.webs.com
11 64.899303 172.18.216.49 222.200.160.1 DNS Standard query A indahl.webs.com
96 84.942204 172.18.216.49 222.200.160.1 DNS Standard query A canvasrucksack.net
83 104.986259 172.18.216.49 222.200.160.1 DNS. Standard query A arquivostop.webcindaric
40 125.107482 172.18.216.49 222.200.160.1 DNS. Standard query A 8lol.eedkdushuba.com
Izy@|zy:/home/lzy/Desktop/cx host ===
File Edit View Terminal Help
[root@lzy cx_host]# python ./dnsvl.py
H 6 destination :: (no default route?)
1 download.filesfrog.com
Sent 1 packets. i
2 www.umof.info
Sent 1 packets.
3 varzo.webs.com K
Sent 1 packets.
4 indahl.webs.com
Sent 1 packets.
5 canvasrucksack.net
Sent 1 packets.
6 arquivostop.webcindario.com
Sent 1 packets. v
| 7 0lol.eedkdushuba.com
b Frame 224 (82 bytesfc. . packets.
b Ethernet II, Src: 1
P Internet Protocol, === roTETeT T : ey
b User Datagram Prntocol Src Port: 20334 (20334), Dst Port: domaln {53)
> Domain Name System (query)
oopn @0 Bf e2 c¢9 3d 83 14 cf 92 f9 ff 6b 08 8O 45 B8O LT T
0010 00 44 00 1 0O 00 40 11 77 9a ac 12 d8 31 de c8 D@ w1
0020 a0 01 4f Ge 0O 35 00 30 02 Oof 00 00 O1 80 00 81 LOn5 L
030 00 00 00 08 OO 00 B8 64 6T 77 6e 6c 6F 61 64 09  ....... d ownload.
BB48 66 69 6c 65 73 66 72 6f 67 03 63 6f 6d 6O 060 A1 filesfro g.com...
@ ethl: <live capture in progress> F... Packets: 5913 Displayed: 8 Marked: 0 Profile: Default

& 3-3 host iifiid Scapy & i% &% & 15 44 (1) DNS request

SDN #% il #5451 1] OpenFlow 22 #eAlizk k1) DNS Hda €, X #odi (v fig
Mt \] LA & B A& “download.filesfrog.com”, “www.umof.info” , “varzo.webs.com”,
“indahl.webs.com” ,“canvasrucksack net” S5 M2k 1) DNS V5 W15 K, i 2 if) i 22
4 B 1R BloomFilter, 340 W sl s Wl 454061 Z 3 1) DNS AT 15 3K IR %5 o
SDN 2 il #5387 1) 5 i 5 5 an 18] 3-4 Fos
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2 © ® root@lzy-desktop: ~/pox

File Edit View Terminal Help

14 find URL in BlackList: download.filesfrog.
ifrom mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.
time: Wed May 28 16:00:44 2014

5 Tind URL 1n BlackList: www.umot.1inTo
{from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.
(time: Wed May 28 16:01:04 2014

6 find URL in BlackList: download.filesfrog.
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216. SDN 41| 5% 57
time: Wed May 28 16:01:11 2014

=
MV
7 find URL in BlackList: www.umof.info N "
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216. 5 2 W il 2 v
‘time: Wed May 28 16:01:31 2014 Vil

3-4 SDN P il a5 I % & W w7 1) B AR A5 S,

3.1.3 SEMEERREIE (=) —IEHEMuEGH

SDN =il g hngs firewallv2 Fidy, B Wk 2 44 se<blacklist.txt” 1) 245 i
(] Bloom Filter O\ 4 Al 4% .

root@lzy-desktop:~/pox# ./pox.py log --no-default samples.pretty log web messeng
er messenger.log service messenger.ajax transport openflow.of service poxdesk op
enflow.discovery poxdesk.tinytopo openflow.of 01 --address=192.168.100.100 --por
t=6633 firewallv2 py

POX 0.1.0 (betta) / Copyright 2011-2013 James McCauley, et al.

This program comes with ABSOLUTELY NO WARRANTY. This program is free software,
and you are welcome to redistribute it under certain conditions.

Type 'help(pox.license)’ for details.

Readv .

POX> BloomFilter is ready.

3-5 blacklist [*] Bloom Filter 24

2 PC-0 347 1E 5 I RN T 7 19, G www.sina.com.cn” & H DNS 17 (7] 375 3K ,
W T IE S Vi i), 38 Wireshark W12 Ethl i D EdE 0 5 o0, & 3-6 Fios:
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FRET - Mozilla Firefox

ookmarks Tools Help [l Capturing from eth1 - Wire HEE
I‘ ) ttp it sina com Ille Edit View Go Capture Analyze Stafistics Telephony Tools Help
& @ﬂ 5 A 5 (= [ I '
‘Notes (JFedora Projectv !& @u I’ Cl AN [] [i R "II éﬂ II v
= ' Filter: |dns and ipsrc==172.18.216.49 v | Expression... | Clear | Apply
Jired to display all the media ¢ pe Source Destination Protocal  Info
T 920602 172.18.216.49 222.200.160.1 DNS Standard query A d6.sina.com.cn
129020 172,18.216.49 222,200.160.1 DHS
133610 172.18.216.49 222,200.160.1 DHS Standard query A static.mediav.com
137928 172.18.216.49 222.260.160.1 ONS Standard query A static.mediav.con
551540 172.18.216.49 212.200.169.1 HS
142971 172,18.216.49 222,200.160.1 DiS andard query A static.medlav,com
147930 172.18.216.49 222.200.160.1 DNS Standard query A static.mediav.con
#5373 172.18.216.49 222.260.160.1 ONS Standard query A static.mediav.con
204995 172.18.216.49 222.200.160.1 ONS Standard query A video.sina.com.cn
L 203852 172,18.216.49 222.200.16(‘-1 DHS andard query A motherday.weibo, con
Rt | 206078 172.18.216.49 222.260.160.1 OHs
158108 172.18.216.49 222.260.160.1 ONS Standard query A static.mediav.con
1£1005 172.18.216.49 222.200.160.1 DNS Standard query A static.mediav.con
23 H1| BR. 172,18.216.49 222.260.160.1 ONS Standard query A yixia.con
SDN ?I%IJ ﬁtr}; 172.18.216.49 222.200.160.1 DNS Standard query A miaopal.kaixinku.com 3
A 172.18.216.49 222.260.160.1 ONS Standard query A static.mediav.con
172.18.216.49 222.200.160.1 DNS Standard query A ing02. taobaocdn.com
172.18.216.49 222.200.160.1 DNS Standard query A newspush.sinajs.cn
%g XXJ \‘7']5 kaiﬂ% 172.18.216.49 222.200.160.1 DNS IStandard query A sports_sma_{om.cn!
o 172.18.216.49 222.200.160.1 ONS andard query A satebrowsing.cl1ents.google.c
1] [F]ic fﬁ%ﬁ 172.18.216.49 222.200.160.1 ONS Standard query A safebrowsing-cache.google.cor
172.18.216.49 202.260.150.1 NS

3-6 Wireshark M %2 Ethl ¥ [ #0484

SDN Fz i 284 I 21 OpenFlow A2 #A/Li% >R DNS idfi o, o Hul ik 47
fidthr, AT LLA B www.sina.com.cn TR B LLIE R Jia, & sina i) DNS IR 455
RE T A 2 4 B A ) BloomFilter, A Wi HOATER B SL 51138, BRI R 1%
W35 1 DNS ST KRR SS, FFahASA R TR BUK S T OpenFlow 22 4l

PC-A I Switchl iR 3-7 Fis:
2=uu LpuL A4

cookie=0, duration_sec=1s, duration_nsec=7500800008s, table id=0, priority=6553
5, n_packets=1, n bytes=81, idle timeout=10,hard timeout=30,udp,in port=1,dl
N=0xTfTf,dlL wvlan pcp=0x00,dl src=14:cf:92:7T9: bb,dl dst=00:0T:e2:c9:3d:83,nw s
rc=172.18.216.49,nw dst=222.200.160.1,nw tos=0x
|=0utput:-1

cookie=0, ; s, duration nsec=761000000s, table id=0, priority=6553
n_packets=1, n _bytes=81, idle timeout=10,hard timeout=30,udp,in port=1,dl vla

«TTTT,dL_wlan_pcp B,dl src=14:cf:92:f9:ff:6b,d. dst=00:0f:e2:c9:3d:83,nw s
rc=172.18.216.49,nw dst=222.200.160.1,nw tos= 0,tp_src=52689,tp dst=53,actions

boutput:4 . - ;
OpenFlow Switchl )25 i F 1

3-7 Switch 1 s

27158


http://www.sina.com.cn/

PC-B I Switch2 EiRFEw& 3-8 Arn:

cookie=0, duration_sec=4s, duration_nsec=417000008s, table id=0, priority=655
5, n_packets=1, n bytes=72, idle timeout=10,hard timeout=30,udp,in port=1,dl v
lan=0xTfff,dl_wvlan_ pcp=0x00,dl_src=14:cT:92:7f9:fT:6b,dl_dst=00:07:e2:c9:3d:83,n
W src=172.18.216.49 nw dst=222.200.160.1,nw tos=0x00,tp src=54406,tp dst=53,act
ﬁons:output:d

cookie=0, duration_sec=4s, duration_nsec=4190000008s, table id=0, priority=655
5, n_packets=1, n bytes=72, idle timeout=10,hard timeout=30,udp,in port=1,dl W
lan=0xTTfT,dl_wvlan_pc B,dl src=14:cT:92:Tf9:TT:6b,dl dst=00:0T:e2:c9:3d:83,n
w src=172.18.21&e_d0z = Beal . 1, nw_tos=0x00,tp _src=43409,tp dst=53,act
tonsmoutpur: 4 e P

cookie=0, du nsec=420000000s, table id=0, priority=655
353, n_packets=1, n bytes=75, idle timeout=10,hard timeout=30,udp,in port=1,dLlL v
Lan=0xTTff,dL_vlan_pcp=0x00,dl_src=14:cfT:92:T9:TT:6b,dL_dst=00:8T:e2:c9:3d:83,n
W Src=172.18.216.49,nw_dst=222.200.160.1,nw_tos=0x00,tp_src=50235,tp dst=53,act

Lons=output:4 i . X
OpenFlow Switch?2 575 i 2 I

3-8 Switch 2 FHyiZE

SDN 7 il -8 R WX i U 1) 45 )2 An & 3-9 FIoms

POX> 1 find URL in BlackList: static.mediav.
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.
time: Wed May 28 17:39:01 2014

2 find URL in BlackList: static.mediav.com
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.
time: Wed May 28 17:39:06 2014

3 find URL in BlackList: static.mediav.com
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.
time: Wed May 28 17:39:11 2014

4 find URL in BlackList: static.mediav.com e et B
73 | 37

from mac: 14:cf:92:f9:ff:6b, ip: 172.18.21¢ SDN ﬁiﬁJﬁﬁﬁ?

time: Wed May 28 17:39:16 2014 Az

5 find URL in BlackList: static.mediav.com EESISEgiShAEES

from mac: 14:cf:92:19:ff:6b, ip: 172.18.2]1(ESemeRRiC Ao
: ’ i A E S A
time: Wed May 28 17:39:21 2014 PO S
. HOIR AR 5%

3-9  SDN % fill #8217 ] ZE 4R A5 B
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3.2 EEMEEIIAT R RINGEAISCIH

3.2.1 OpenFlow L5V & ¥Rk

1.PC-A H1iH 4L 5 B AR T RE I AT A6 17 L — #F
2.PC-B Wl 5 R A Th e I W a6 AL 15 L —
3.PC-C WIUHA 5 B A T RE W46 A% Dl — #
4. PC-0 WA 5 R AR ) 5e W] 46 A0S Il — ¢
5.PC-1 ¥iE 4k 55 FE AT Re AT AR A0 1 Il — A
6.PC-D ¥4tk

#1P it & (ifconfig)

ifconfig ethl 192.168.100.100

#POX T RIEMGICE, INEHE AR

pox.py log --no-default samples.pretty _log web messenger \
messenger.log_service messenger.ajax_transport openflow.of_service \
poxdesk openflow.discovery poxdesk.tinytopo \

openflow.of 01 --address=192.168.100.100 --port=6633 \

firewallv8 py

i 3-10 Fros:

| # Topoviewer _ [ x |root@lzy-desktop:~/pox# ./pox.py log --no-default samples.pretty log web messenger messenger.log serv|
|ice messenger.ajax_transport openflow.of service poxdesk openflow.discovery poxdesk.tinytopo openflow|
.of 01 --address=192.168.100.100 --port=6633 firewallv8 py
POX 0.1.0 (betta) / Copyright 2011-2013 James McCauley, et al.
Fri Jun 6 16:08:54 2014
I bit num = 1328896
40-16-9f-f3-44-c0 hash num = 10
bit num = 1328896
hash_num = 10
bit _num = 13312
hash_num = 10
_ This program comes with ABSOLUTELY NO WARRANTY. This program is free software,
e and you are welcome to redistribute it under certain conditions.
Type 'help(pox.license)' for details.
Ready.
POX> Fri Jun 6 16:08:56 2014
CountingBloomFilter for Blacklist is ready.
Fri Jun 6 16:09:15 2014
CountingBloomFilter for Whitelist is ready.
Fri Jun 6 16:09:45 2014
CountingBloomFilter for TLD/SLD is ready.
Fri Jun 6 16:09:45 2014
BKtree for hostname is ready.
Fri Jun 6 16:09:47 2014

3-10  switches ##% I Fl a8
SDN #% il #5n#k firewallv8 bk, 1% i il 3 44 B blacklist.txt™ 51 FAE 1%
[¥) CountingBloomFilter A Fmh2s: M4 B 44 5 “whitelist.txt” 71| % A4 )
CountingBloomFilter A= flit4s; HIk4 TLD\SLD 44 FR“TLD.txt” #1341
CountingBloomFilter CLAERUMLLE: HIt( 44 T4 4 5 “hostname.txt” 51 & A B
BKTree LA it -

00-19-db-47-bd-1e
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root@lzy-desktop:~/pox# ./pox.py log --no-default samples.pretty log web messenger messenger.log serv
ice messenger.ajax transport openflow.of service poxdesk openflow.discovery poxdesk.tinytopo openflow
.of 01 --address=192.168.1600.100 --port=6633 firewallv8 py

POX 0.1.0 (betta) / Copyright 2011-2013 James McCauley, et al.

Fri Jun 6 16:08:54 2014

bit num = 1328896

hash num = 10

bit num = 1328896

hash num = 10

bit num = 13312

hash num = 10

This program comes with ABSOLUTELY NO WARRANTY. This program is free software,

and you are welcome to redistribute it under certain conditions.

Type 'help(pox.license)' for details.

Readyv.

POX> Fri Jun 6 16:08:56 2014

CountingBloomFilter for Blacklist is ready. e [=15) S g
Fri Jun 6 16:09:15 2014 SDN 4% ffll 5 Jn #X firewallv8

CountingBloomFilter for Whitelist is ready.
Fri Jun 6 16:09:45 2014

CountingBloomFilter for TLD/SLD is ready. ’zqi\ E] 2&'@\ TLD\SLD

Fri Jun 6 16:09:45 2014

BKtree for hostname is ready. U\&j—imﬁ 2Hi%ﬂﬁél\’pﬁl‘%:7ﬂ

Fri Jun 6 16:09:47 2014

3-11 B4 4448, TLD\SLD VLK FHL4 4 ) ib ik 52 b
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322 ERAERREIAR (—) —HLEMBETTH

2 P PC-0 347 1E & B W T35 1), Xwww.sina.com.cn” % ) DNS 17 4] 3K,
WX 0T IE 7 i), 383 Wireshark W12 Ethl i 3R AL 1S 0L, 10 3-12 Fis:

viG @ ¢ (8] http:/fwww.sina.com.cn/ v [+ ﬁ-}_

i Capturing from eth1 - Wireshark . QB
|Gt File Edit View Go Capture Analyze Statistics Telephony Tools Help %
FiE®m "
e @ 8 Q« BB el GBS
Additional ——
‘Filter: ||dns and ip.src==172.18.216.49 and not icmp | v H Expression... H Clear H Apply|
R | —
No. Time Source Destination * Protocol  Info
333 9.391486 172.18.216.49 222.200.160.1 DNS .dpool.s1na.com.cn
338 9.414957 172.18.216.49 222.200.160.1 DNS
548 12.562232 172.18.216.49 222.200.160.1 DNS ™
550 12.563026 172.18.216.49 222.200.160.1 DNS Standard query A d1 le]u com
m ¥ 551 12.563760 172.18.216.49 222.200,160.1 DNS Standard query A 1l.sinaimg.cn
B = 552 12,564502 172.18.216.49 222.200,160.1 DNS Standard query A 13.sinaimg.cn
553 12.570394 172.18.216.49 222.200.160.1 NS Standard query A d3.sina.com.cn
& F 554 12571111 172.18.216.49 222.260.160.1 DNS Standard query A i2.sinaing.cn
555 12.573766 172.18.216.49 222.200.160.1 DNS Standard query A 1.s50.5ina. com o
559 12.587108 172.18.216.49 222.200.160.1 DNS i3, com. cn
PR 563 12.595357 172.18.216.49 222.200.160.1 DNS
572 12.630829 172.18.216.49 222.200.160.1 DNS andard query A adm. e]u S1nd. com. cn
824 13.147536 172.18.216.49 222.200.160.1 NS Standard query A beacon.sina.com.cn
825 13.148775 172.18.216.49 222.200.160.1 NS Standard query A beacon.sinauda.com
842 13.481615 172.18.216.49 222.200.160.1 NS Standard query A sax.sina.com.cn
969 13.870665 172.18.216.49 222.200.160.1 NS Standard query A img.adbox.sina.com.cn
1158 14.198253 172.18.216.49 222.200.160.1 DNS Standard query A s.weibo.com
1161 14.213389 172.18.216.49 222.200.160.1 NS Standard query A php.weather.sina.com.cn
1218 14.515211 172.18.216.49 222.200.160.1 DNS Standard query A sports.sina.com.cn
1422 16.032285 172.18.216.49 222.200.160.1 DNS Standard query A x.jd.com
1435 16.138235 172.18.216.49 222.200.160.1 DNS Standard query A hq.sinajs.cn
1442 1A.17ARA3 172.18.216.49 222.200.160.1 DNS Standard query A p.tanx.com
. HE B 172.18.216.49 222.200.160.1 NS Standard query A img3@.368buyimg.com
SDN Tﬁi %IJ Eﬁ}?l: 172.18.216.49 222.200.160.1 NS Standard query A imgll.368buyimg.com
= 172.18.216.49 222.200.160.1 NS Standard query A interest.mix.sina.com.cn
M 172.18.216.49 222.200.160.1 NS Standard query A cdn.tanx.com
172.18.216.49 222.200.160.1 DNS Standard query A v, 51namg o
172.18.216.49 222.200.160.1 DNS 3
Y SEf Y 172.18.216.49 222.200.160.1 DNS
E[ ;Z $§Eﬁ /E IW 172.18.216.49 222.200.160.1 DNS A news.s1na.com.cn
R 17 ) 172.18.216.49 222.200.168.1 DNS Standard query A d@@.sina.com.cn
172 18 ?1A 49 277 2R 1AM 1 MNS. Standard nuerv A strin tanhancdn rom

— n [ D
3-12 Wireshark M %2 Ethl ¥ 1504 £ 175 0

SDN #z il 234801 31 OpenFlow 2 #epLi% >R i DNS #idif, 50 ity
fifedT, AT CARBLZ www.sina.com.cn M ¥5 DNS o5 AR, 2l (458, ULHC
R, BN R, WUTAT CAIES Vi, R fe Vi RN ) DNS T iE
KRS, FHINASAER T IREINRKZ T OpenFlow 524l

PC-A I Switchl FiiZFRWE 3-13 Frow:
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http://www.sina.com.cn/

5, n_packets=3, n_bytes=198, idle_ timeout=10,hard_timeout=30,tcp,in_port=1,dL_wl
an=0xTfff,dl_vlan_pcp=0x00,dl_src=14:cf:92:T9:fT:6b,dl_dst=00:0f:e2:c9:3d:83,nw

ns=output:4
cooklie=0, duration sec
5, n_packets=1, n_bytes=73, idle_timeout=18,hard_timeout=30,udp,in_port=1,dl
LTFTT,dl_vlan_pcp=0x00,dl_src=14:cf:92:T9:ff:6b,dl_dst=00:08f:e2:c9:3d:83,
rc=172.18.216.49,nw_dst=222.200.160.1,nw_tos=0x00,tp_src=47653 tp dst=53,actions
=putput:4
cookie=0, duration sec=6s5, duration nsec=877000000s, table id=0, priority=6553
5, n_packets=1, n bytes=73, idle timeout=10,hard timeout=30,udp,in port=1,dl wvla
n Tfff,dl_wlan pcp 0
rc=172.18.216.49 ,nw _dst=2
=output:4
cookle=0, duration sec=6s, duration nsec=877000000s, table id=0, priority
5, n_packets=1, n_bytes=73, idle_ timeout=10,hard_timeout=30,udp,in_port=1,dl_:
n Tfff,dl_vlan_pcp= src=14:cT:92:f9:f7:6b,dL dst=00:0fT:e2:c9:3d:83,
72.18.216.49, nw ds

5, n_packets=1, n_bytes=71, idle_timeout=18,hard_timeout=30,udp,in_port=1,dl
n=0xTfff,dl_wvlan_pcp= src=14:cf:92:f9:ff:6b,dl dst=00:0f:e2:c9:3d:83,
rc=172.18.216.49,nw dst=2 200.160.1,nw_tos=0x00,tp_src=50571,tp dst=53,a:
=output:4

cookie=0, duration sec=6s, duration nsec=877000000s, table id=0, priorit

n_packets=5, n bytes=820, idle timeout=10,hard timeout=30,tcp,in port=
an=0xTfff,dl vlan pcp=0x00,dl src=00:08T:e2:c9:3d:83,dl dst=14:cT:92:79:

=202.102.75.170,nw_dst=172.18.216.49,nw_tos=0x00,tp src=80,tp dst=37

ns=output:1

cookie=0, duration sec=6s5, duration nsec=878000000s, table id=0, priority=655
5, n_packets=1l, n bytes=73, idle timeout=10,hard timeout=30,udp,in port=1,dl wvla
n Tiff,dl_wlan_pcp= T src=14:cf:92:f9:ff:6b,dl dst=00:0T:e2:c9:3d:83,nw s
rc=172.18.216.49,nw dst= .200.160.1,nw_tos=0x00,tp_src=4567%,tp_dst=53,zactions
=output:4

OpenFlow Switchl )25 it # 1
Kl 3-13 Switch 1 Lifi#

PC-B I Switch2 FiiZFWK 3-14 fiw:
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cookie=0, duration_sec=3s, duration nsec=756000008s, table id=0, priority=655
35, n_packets=1, n_bytes=79, idle_timeout=10,hard_timeout=30,udp,in_port=1,dLl_v
Ffff,dl_wvlan_pcp=0x08,dl_src=14:cf:92:f9:ff:6b,dl_dst=00:08f:e2:c9:3d:83,n
W src=172.18.216.49,nw dst=222.200.160.1,nw tos=0x00,tp src=47709,tp dst=53,
ions=output:4
cookie=0, duration_sec=3s, duration nsec=762000008s, table id=0, priority=655
35, n_packets=1, n_bytes=

, 1dle_timeout=10,hard_timeout=30,udp,in_port=1,dl_v

W Src=172.18.216.49,nw_dst=222.200.160.1,nw_tos=0x00,tp src=40322 tp dst=53,
ions=output:4

cookie=0, d 1A [l A 42 1
35, n_packets=T, Y ' C eout=10,hard_timeout=30,tcp,in_port
vlan=0xffff,dl_vlan_pcp=0x00,dl src=00:0f:e2:c9:3d:83,dl_dst=14:cf:92:79:

ctions=output:1
cookie=08, duration_sec=5s, duration_nsec=7150000008s, table id=0, priorit
35, n_packets=1, n_bytes=414, idle timeout=10,hard_timeout=30,udp,in_port
vlan=0xTfff,dl_vlan_pcp=0x080,dl_src=00:0f:e2:c9:3d:83,dl_dst=14:cT:92:f9:ff:6Db,
nw src=222.200.160.1,nw dst=172.18.216.49,nw_tos=0x00,tp src=53,tp dst=44013,ac
tions=output:1
cookie=0, duration_sec=5s, duration nsec=740000008s, table id=0, priority=655
35, n_packets=2, n_byte 04, idle timeout=10,hard_timeout=30,tcp,in_port=1,dl
x00,dl src=14:cf:92:f9:ff:6b,dl dst=00:8T:e2:c9:3d:83,
72.18.216.49 ,nw dst=202.162.94.119,nw tos=0x00,tp src=39277,tp dst=80,3

cookie=08, duration_sec=5s, duration nsec=767000008s, table id=0, priority=655
35, n_packets=1, n_bytes=78, idle_timeout=10,hard_timeout=30,udp,in_port=1,dLl_v
fff,dl_wvlan_pcp=0x08,dl_src=14:cf:92:f9:ff:6b,dl_dst=00:08f:e2:c9:3d:83,n
W src=172.18.216.49,nw dst=222.200.160.1,nw tos=0x00,tp src=44013,tp dst=53,
lions=ocutput:4

lons=output:1

cookle=0,
5, n_packets=1, n_bytes=79, idle_ timeout=10,hard_timeout=30,udp,in_port=1,dl_vwl
an=0xfTfff,dl vlan pcp=0x00,dl src=14:cT:92:T9:TT:6b,dl dst=00:0fT:e2:c9:3d:83,nw
src=172.18.216.49 nw dst=222.200.160.1,nw tos=0x00,tp src=58911 tp dst=53,acti
ons=output:4

K 3-14  Switch 2 BRI
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SDN % il &% 11 44 B ]9 3 1 i) ¢ S 7= G /&1 3-15 P s

POX> Fri Jun 6 20:56:29 2014

CountingBloomFilter for Blacklist is ready.

Fri Jun 6 20:56:48 2014

CountingBloomFilter for Whitelist is ready.

Fri Jun 6 20:57:18 2014

CountingBloomFilter for TLD/SLD is ready.

Fri Jun 6 20:57:18 2014

BKtree for hostname is ready.

Fri Jun 6 20:57:21 2014

suspect url: sinauda, similar to: sinacdn, minEditDist: 2
suspect url: sinauda, similar to: sinacdn, minEditDist: 2
suspect url: mediav, similar to: media, minEditDist: 1
suspect url: mediav, similar to: media, minEditDist: 1

1 find URL in BlackList: static.mediav.com
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Fri Jun 6 20:58:27 2014

2 find URL in BlackList: static.mediav.com
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Fri Jun 6 20:58:32 2014

3 find URL in BlackList: static.mediav.com e s i et
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49 [EIEAEEREECYE
time: Fri Jun 6 20:58:37 2014 5

4 find URL in BlackList: static.mediav.com S 25 ] 35 375 ]

T

from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49 N iaty
time: Fri Jun 6 20:58:42 2014 ‘Lﬂ%ﬁ1¥i§ﬁ*&
EYEPS

3-15 SDN #%ill 5 [ 44 5 W i 1 7] B 3k ST /s

34 /58



323 LWERKHIAFR (=) —HEMWusT H

B P PC-0, hn#k dnsvl.py Fbk, E DNS 1R 4415 3K 44 5.~ “blacklist.txt”,
PC 2% i o) 3% 72 WX b 347 DNS 7 1) 3% >R , il i Wireshark M 82 Eth1 i 1 $5 (
o, W 3-16 fios:

() Capturing from ethl - Wireshark [=)[O][x]
File Edit View Go Capture Analyze Statistics Telephony Tools Help

® & Q¢ »va2 BE eowB W -

‘Filter: Hdns and ip.src==172.18.216.49 ‘ v || Expression... || CIearHAppIy|
Time Source Destination Protoc o =
782 241.135246 172.18.216.49 222.200.160.1 DNS. Standard query A www.umof.info
253 251.172629 172.18.216.49 222.200.160.1 DNS. Standard query A varzo.webs.com
332 261.212176 172.18.216.49 222.200.160.1 DNS Standard query A indahl.webs.com
137 271.248216 172.18.216.49 222.200.160.1 DNS. Standard query A canvasrucksack.net
163 281.284208 172.18.216.49 222.200.160.1 DNS. Standard query A arquivostop.webcindaris
328 291.320830 172.18.216.49 222.200.160.1 DNS. Standard query A 81ol.eedkdushuba.com
r
Izy@lzy:{home/lzy/Desktopjcx_host EEE
File Edit View Terminal Help
root@lzy cx host]# pytHon ./ansul.py (3] 3

WARNING: No route found for IPvE destirfption :: (no default route?)
1 download.filesfrog.com

Sent 1 packets.
2 www.umof.info

Sent 1 packets.
3 varzo.webs.com

sent 1 packets.
4 indahl.webs.com

sent 1 packets.
5 canvasrucksack.net

éent 1 packets.
& — 6 arquivostop.webcindario.com B

0080 00 0f e2 o

0010 00 44 0o ASent 1 packets.

0020 a0 01 44 7 Olol.eedkdushuba.com

@ ethl: <livecq . —F: Default
Sent 1 packets. H

& 3-16 Wireshark Wi %% Ethl 3 1 53 £ 1510

[< T

SDN #z i #3453l ] OpenFlow A2 #eHLi%k >k 1) DNS i, xJ £ i g
M Bl LA & B A& “download.filesfrog.com”, “www.umof.info” , “varzo.webs.com”,
“indahl.webs.com” ,“canvasrucksack.net” % M v [\] DNS V5 [l 35K, 21 H 44 591
WAHULES, T2 i i 844 A Bl ) Counting Bloom Filter, W H %=
Wk, 5 441% M 4 1) DNS T IE KR5S o

SDN 12 il a5 8 i WAt 7 1) 5 ik 5 5 an &1 3-17 o .
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2 O @ root@lzy-desktop: ~/pox
File Edit View Terminal Help

1 find URL in BlackList: download.filesfrog
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.
time: Fri Jun 6 18:34:35 2014

2 Tind URL 1n BLACKL1IST: Www.UmOT.1INTO
‘from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.
‘time: Fri Jun 6 18:34:45 2014

3 find URL 1n BlackList: varzo.webs.com
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.
time: Fri Jun 6 18:34:56 2014

4 find URL in BlackList: indahl.webs.com i
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216. SDN il 75 b
|time: Fri Jun 6 18:35:06 2014 N

5 find URL in BlackList: canvasrucksack.net ST B R 3y 22

from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216. s 30 5
‘time: Fri Jun 6 18:35:16 2014 vrlHhes

K 3-17 SDN 2 ifill &3 3% = o s 1 1] 2245 45 2
A A firewall.log 7] L& BIUGE B )38 = sk U i) 1e 3¢, @i 3-18 Fias:

2 S O firewall.log (~/pox/ext) - gedit

File Edit View Search Tools Documents Help

| & lmwoOpen v Tlsave (u) B Q
] firewall.log %

64965

64966 -------------- Fri Jun 6 18:31:00 2014----------------

64967 1 find URL in BlackList: download.filesfrog.com
64968 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49
64969 time: Fri Jun 6 18:34:35 2014

64970

64971 2 find URL in BlackList: www.umof.info

64972 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49
64973 time: Fri Jun 6 18:34:45 2014

64974

64975 3 find URL in BlackList: varzo.webs.com

64976 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49
64977 time: Fri Jun 6 18:34:56 2014

64978

64979 4 find URL in BlackList: indahl.webs.com SDN 41| 28
64980 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49 o ?Tﬁ%Jgiu
64981 time: Fri Jun 6 18:35:06 2014 S =5 ) 2
64982 NI I
64983 5 find URL in BlackList: canvasrucksack.net U?IIﬂELDIEE:kL

64984 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49

64985 time: Fri Jun 6 18:35:16 2014

64986

64987 6 find URL in BlackList: arquivostop.webcindario.com
64988 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49

64989 time: Fri Jun 6 18:35:26 2014

64990

] 3-18 firewall.log X 7 1) 8% 5 0 3 1 ) 1 3%
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3.2.4 ERAERRHEIAR (=) — W BN

% P PC-0, Jn#k dnsvl.py fidk, DNS B 441 SR 44 BN “Sus.txt”, BRI
PC % J7 ufis % 1] 58 WX 36336 4T DNS 7 10 i 3K, il i Wireshark XM%< Ethl S 1536 £
E, WK 3-19 Fios:

| EEEEEEEE————————EEEE e —
a Capturing from ethl - Wireshark BEE
File Edit View Go Capture Analyze Statistics Telephony Tools Help

@ 8/Q ¢ 2%

D = @ e BE o~

U EI

‘Filter: ”dns and ip.src==172.18.216.49 and not icmp ‘ v || Expression... ” Clear”
No. Time Source Destination * Protocol
2528 60.620004 172.18.216.49 222.200.160.1 DNS. Standard query A www.batde.com
3815 70.662311 172.18.216.49 222,200.160.1 DNS Standard query A www.baate.com
3447 80.702441 172.18.216.49 222.200.160.1 DNS. Standard query A www.lcace.com
39088 90.738602 172.18.216.49 222.200.160.1 DNS Standard query A www.lcbe.com
4322 100.773715 172.18.216.49 222,200.160.1 DNS. Standard query A www.lcucee.com
4804 116.811306 172.18.216.49 222.200.160.1 DNS Standard query A www.167.com
5183 120.847518 172.18.216.49 222,200.160.1 DNS. Standard query A www.taobab.com
5678 130.884479 172.18.216.49 222,200.160.1 DNS. Standard query A www.tabao.com
yGizy: HED)
File Edit View Terminal Help
[root@lzy cx host]# python ;’dnsvl py k
WAL At destination :: (no default route?)

1 www.baidv.com

Sent 1 packets.
2 wwv.batde.com

Sent 1 packets.
3 www.baate.com

Sent 1 packets.
4 ww.lcace.com

Sent 1 packets.
5 www.lchc.com

Sent 1 packets.
6 www.lcucee.com

a

[ sent 1 packets.
p0Be B6 Of o2 co | “W-167.com A
D018 08 3b 00 01 df - E| =
o260 ap 01 ba a9 dh Sent 1 packets. vl
@ ethl: <live captuf 8 www.taobab. com [~]bfault

3-19 Wireshark X %2 Ethl ufij 1335 A0 175

% 3-1 Sus.txt

DNS i =Rk % T4 %L % IR B

www. baidv.com baidv baidu 1
www.batde.com batde baidu 1
www. baate.com baate baidu 3
www.lcace.com Icace lacare 2
www.lchc.com Icbc icbc 1
www.lcucee.com Icucee ichc 4
www.167.com 167 163 1
www.taobab.com taobab taobao 1
www.tabao.com tabao taobao 1

SDN #&iill #5021 OpenFlow A2 #e#/li% K] DNS 48, X 50 AL i ik
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http://www.baidv.com/
http://www.batde.com/
http://www.baate.com/
http://www.lcace.com/
http://www.lcbc.com/
http://www.lcucee.com/
http://www.167.com/
http://www.taobab.com/
http://www.tabao.com/

rom PLok B 2 “www.baidv.com”, “www.batde.com”,“www.baate.com”,
“www.lcace.com”,“www.lcbc.com”, “www.lcucee.com”“www.167.com”, “www.taoba
b.com”, “www.tabao.com” %5 ZmEIE B 7E 1 B 4 Z [B] X5 DNS Ui lHiE K, &)
HARIFBRA LR, T2 B4 AR CountingBloomFilter, 75y ILHL,

BEN W] BRI B RER AT, a4 AR B 3-20 o

IPOX> Fri Jun 6 19:27:04 2014
CountingBloomFilter for Blacklist is ready.
Fri Jun 6 19:27:24 2014
\CountingBloomFilter for Whitelist is ready.
Fri Jun 6 19:27:53 2014
CountingBloomFilter for TLD/SLD is ready.

Fri Jun 6 19:27:53 2014

BKtree for hostname is ready.

Fri Jun 6 19:27:56 2014

suspect url: baidv, similar to: baidu, minEditDist:

suspect url: baidv, similar to: baidu, minEditDist:

suspect url: batde, similar to: baidu, minEditDist: i
suspect url: batde, similar to: baidu, minEditDist: SDN 4% ffll &% B¢
suspect url: baate, similar to: baxue, minEditDist: 5
suspect url: baate, similar to: baxue, minEditDist:

suspect url: lcace, similar to: lacare, minEditDist: 2 B 3
suspect url: lcace, similar to: lacare, minEditDist: 2 S, i
suspect url: lcbc, similar to: icbc, minEditDist: 1 IZIEAESS
suspect url: lcbc, similar to: icbc, minEditDist: 1 H S IR
suspect url: 167, similar to: 67, minEditDist: 1 20 1-2 1] DNS
suspect url: 167, similar to: 67, minEditDist: 1 S =
suspect url: taobab, similar to: taobao, minEditDist: 1 1ﬁj§£§£ﬂ;6i%
suspect url: taobab, similar to: taobao, minEditDist: 1 HriemE
suspect url: tabao, similar to: taobao, minEditDist: 1

suspect url: tabao, similar to: taobao, minEditDist: 1

K 3-20 AR I A B AEASIN A DA I 45 2R

BE A B suspectURL.log AT L& I I (1 AT &8 9 3t 77 r) i 53¢, A ] 3-21 Pl
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® @ @ suspectURL.log (~/pox/ext) - gedit

File Edit View Search Tools Documents Help

L& ik open

v &Save E‘J

| ] suspectURL.log

2T72

394

395 1 suspect:

396 from mac:
397 time: Fri
398

399 2 suspect:

400 from mac:
401 time: Fri
402

403 3 suspect:

404 from mac:
405 time: Fri
406

407 4 suspect:

408 from mac:
409 time: Fri
410

4115 suspect:

412 from mac:
413 time: Fri
414

415 6 suspect:

416 from mac:
417 time: Fri
418

419 7 suspect:

420 from mac:
421 time: Fri
422

423 8 suspect:

424 from mac:
425 time: Fri

ANEC

~==~Fri Jun
www .baidv.com

14:cf:92:f9:ff:6b, ip:172.18.

Jun 6 19:28:40 2014

www . baidv.com
14:¢cf:92:f9:ff:6b, ip:
Jun 6 19:28:40 2014

www .batde.com
14:cf:92:f9:ff:6b, ip:
Jun 6 19:28:50 2014

wwv .batde.com
14:cf:92:f9:ff:6b, ip:
Jun 6 19:28:50 2014

www .baate.com
14:cf:92:f9:ff:6b, ip:
Jun 6 19:29:00 2014

www .baate.com
14:¢cf:92:f9:ff:6b, ip:
Jun 6 19:29:00 2014

www.lcace.com
14:cf:92:f9:ff:6b, ip:
Jun 6 19:29:10 2014

www.lcace.com
14:¢f:92:f9:ff:6b, ip:
Jun 6 19:29:10 2014

172.

172.

172

172.

172.

172.

172

39/58

6 19:27:04 2014

18.

18.

18.

18.

18.

18.

18.

216.49

216.

49

216.

49

216.

49

216.

49

216.

49

216.49

SDN % il #%
Y 5% R 3 2
Pil H &l

K 3-21 suspectURL.log X S [ AT %E M) ik ] 10 53¢




3.25 SERAERKHIUZR (W) —RHLZBFIRKIBEIR

N R 2 FH P RT RO LR A s 4 DL TLD\SLD SR O3S I A5 oK, K
G T A s st G 2.2.1 %53 2-1 fion. BT84 S B SO & 4 g
URHEE—EG R, ABLR A AR I ] .

(—) BRBBEFIRFIBEM
&g PC-0, N#L dnsvl.py Bk, F DNS 4475 K 4 #8“BLadd. txt”, @

it % B opcode - BCEUE N 10, BB PC 2 7 i k1% BB 4% B 3 N i) DNS
iR, FFHiEIT Wireshark W22 Ethl o R L5, 1K 3-22 A

@ Capturing from ethl - Wireshark [J[E)[x

File Edit View Go Capture Analyze Statistics Telephony Tools Help

Bl o el PlA¢Pevars B ezul @®H

[Filter: l[dns and ip.src==172.18.216.49 and not icmp | ~ I[Expression... Clear Apply
No. . Time Source Destination Protocol  Info
8 6.49 DNS 0 operatio 0 A bald 0
1358 2!! 334818 172.18.216.49 222. zm 169 1 DNS Unknown operation (18) A www.batde.com
1786 38.378033 172.18.216.49 222.200.160.1 DNS Unknown operation (10) A www.baate.com
2277 48.416536 172.18.216.49 222.200.160.1 DNS Unknown operation (18) A www.lcace.com
2790 58.455588 172.18.216.49 222.260.160.1 ONS Unknown operation {10) A www.lcbc.com
lzy@lzy:/home/lzy/Deskto]# d o De op 5 ged =
File Edit View Terminal Help File Edit view Search Tools Documents Help
sleep(10) )
KeyboardInterrupt L Bopen v Hsae undo g B Qg
[root@lzy cx_host]# python ./dnsvl.py
WARNING: No route found for IPv6 destination :{ (& dnsvlpy X [
1wl baidv.com #!/usr/bin/python

éent 1 packets. from scapy.all import * dnSVl'py *Eij%
2 wwi . batde. com from time import sleep A N
. opcode %{{E A4 10

Sent 1 packets. ')
3 www.baate.com - N Thytn et M4 = &
: Idi—lupen( BLadd . txt",'r') %gﬁlﬁ E‘kgi Bladdtxt
sent 1 packets. dns_server = "222.200.160.1"
4 www.lcace.com -
- while True:
sent 1 packets. q = fd.readline().strip() # use strip to take off '\n'
5 www.lcbe. com if not q: # to the end of file, url is null
- break
Sent 1 packets. print i ,q
~CTraceback (most recent call last): i4=1

File "./dnsvl.py", line 18, in <module> o pldst=dns server)/UDP(sport=Randshort())/DNS

sleep(l0) qr=0 ucude 10, rd=1 Jd=DNSQR(qgname=q, qtype=1,gclass=1)))

KeyboardInterrupt

[root@lzy cx_host]# []

6006 60 0f e2 c9 3d 83 14 cf 92 f9 ff 6b 08 00 45 Of

00160 00 3b 60 01 60 00 40 11 77 a3 ac 12 dB8 31 de ©
0020 a0 01 d6 oo oo 9 67 00 08 08 00 0 Python~ Tab Width: 8 v Ln6, Col 1 INS

@ ethl: <live capture in progress> F... = Packets: 22576 Drsprayeu 5 Marken: o PTUTTE: DETAUNT

K] 3-22 Wireshark W %2 Ethl it 1 5 ds G150

RRA BRI A2 B 5 R AN 8] 3-23 PR -
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POX> Sun Jun 8 13:32:24 2014
CountingBloomFilter for Blacklist is ready.
ISun Jun 8 13:32:43 2014
CountingBloomFilter for Whitelist is ready.
Sun Jun 8 13:33:12 2014
CountingBloomFilter for TLD/SLD is ready.
Sun Jun 8 13:33:13 2014

BKtree for hostname is ready.

Sun Jun 8 13:33:15 2014

add URL in BlackList: www.baidv.com
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Sun Jun 8 13:33:47 2014

add URL in BlackList: www.batde.com
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Sun Jun 8 13:33:57 2014

add URL in BlackList: www.baate.com
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Sun Jun 8 13:34:07 2014

add URL in BlackList: www.lcace.com SDPJ%%%U&&E?
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49 P
time: Sun Jun 8 13:34:17 2014

A BRI

add URL in BlackList: www.lcbc.com A7 b i
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49 G
time: Sun Jun 8 13:34:27 2014

K] 3-23 MAZ B A A4 18 IS 25
5 AR I addBLURL.log R] DA & B0 B 47 B 51| SR 35 44 ) 384 I id =%, i B 3-24 Fl s

© © © addBLURL.log (~/pox/ext) - gedit
File Edit View Search Tools Documents Help

IT & '
o [awOpen v Zlsave (& B Q S
addBLURL.log
85 2
8 - Sun Jun 8 13:32:24 2014---- - - - - - -------
87 1 add URL in BlackList: www.baidv.com
88 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49
89 time: Sun Jun 8 13:33:47 2014
I0]
91 2 add URL in BlackList: www.batde.com

92 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49
| 93 time: Sun Jun 8 13:33:57 2014
94

95 3 add URL in BlackList: www.baate.com

96 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49 SDN % il #% 2

97 time: S J 8 13:34:07 2014 e R

RS A HE N H S

99 4 add URL in BlackList: www.lcace.com addBLURL_|Og \

100 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49
101 time: Sun Jun 8 13:34:17 2014

102 B 47 1 Al
103 5 add URL 1n BlackList: www.lcbc.com "“‘Ziﬁ‘U%tﬂ(‘
104 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49 A 130

105 time: Sun Jun 8 13:34:27 2014

3-24 addBLURL.log X} 3 [ 52 44 551 F 348 44 39 e ¢
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() B4 BB RAMVR
Bk PC-0, hn#K dnsvl.py #dk, I DNS 18441 K 4 By “BLdel.txt”, J#
¥ E opcode 7 EBEE N 10, BLE T PC % i & 1% BB 44 B3 & MY DNS
ik, If Bl Wireshark 2 Ethl 3 3R S A, WK 3-25 Ffas:

4] Capturing from ethl - Wireshark [=1(e][x]
File Edit View Go Capture Analyze Statistics Telephony Tools Help

B aa PAQ¢Pvay  BE el aBH -

cior] o0

[dns and ip.src==172.18.216.49 and not icmp

Protocol  Info

Destination

Time Source

No. .

1056 23.303855 172.18.216.49 222.200.160.1 e
1545 33.341689 172.18.216.49 222.200.160.1 DNS Unknown operation (11) A www. yuudous en
1957 43.384089 172.18.216.49 222.200.160.1 DNS Unknown operation (11) A www.yjsjl.cn
2493 53.421656 172.18.216.49 i Unknown operation (11) A www.xhostcoder.hp
2952 63.463831 172.18.216.49 .1 Unknown operation (11) A www.wardrake.net
Izy@lzy:{hnme,’lzy,’nesktnpfT d
File Edit View Terminal Help File Edit View Search Tools Documents Help
sent 1 packets. [/ Eopen v disave | Undo B Q&
~CTraceback (most recent call last):
File "./dnsvl.py", line 18, in <module> [ dnsvl.py
sleep(10) #1/usr/bin/python |
KeyboardInterrupt Py
[root@lzy cx_host]# python ./dnsvl.py from scapy.all import * *—H‘ }[%
WARNING: MNo route found for IPv6 destination :i||f gy timgyimpnrt gleep dnSley ;-ti

.lmm.yrcp.cnm o y o OpCOde %&{Eﬁ‘j 11
geﬁw?ygﬁgzﬁgin fd_:inpen("BLdel.txt r' )I %%iﬁ ﬁi%% Bladtht

dns_server = "222.200.160.1"

sent 1 packets.

3 www.yjsil.cn while True:

- q = fd.readline().strip() # use strip to take off *\n"
sent 1 packets. if not g: # to the end of file, url is null

4 www.xhostcoderx.hpg.com.br break

- print i ,q

sent 1 packets. i4=1

5 www.wardrake.net

Sent 1 packets.

0000 08 6f e2 c¢9 3d 83 14 cf 92 f9 ff 6b 08 00 45 O
0010 06 3a 60 61 00 00 40 11 77 a4 ac 12 d8 31 de c
0020 a0 01 d6 9h 08 B0 26 93 81 00 80 59 00 00 0 Python v Tab Width: 8 v Ln17, Col 30 INS

@ ethl: <live capture in progress> F... . Packets: 3035 Drsprayen: o Warkew o PTOTTET DETAUTT

3-25 Wireshark X1 %% Ethl ufij 1505 A0 15

A7 v 44 R O 25 B an T 3-26 B, BB AE Y deleteBLURL.log 7] LA K
LB 5 R I 0 nid sk, Wk 3-27 Fraw:
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POX> CountingBloomFilter for Blacklist is ready.
Sun Jun 8 13:43:11 2014

CountingBloomFilter for Whitelist is ready.

Sun Jun 8 13:43:42 2014

CountingBloomFilter for TLD/SLD is ready.

Sun Jun 8 13:43:42 2014

BKtree for hostname is ready.

Sun Jun 8 13:43:45 2014

delete URL in BlackList: www.yrcp.com

from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Sun Jun 8 13:45:33 2014

delete URL in BlackList: www.youdou5.cn
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Sun Jun 8 13:45:43 2014

delete URL in BlackList: www.yjsjl.cn
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49
time: Sun Jun 8 13:45:53 2014

delete URL in BlackList: www.xhostcoderx.hpg.com.br SDN % 1| 78
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49 R
time: Sun Jun 8 13:46:03 2014

delete URL in BlackList: www.wardrake.net o 47 B | 3R
from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.49 s5 47 1 9] ek
time: Sun Jun 8 13:46:13 2014 L IR

K 3-26 FR A4 FLB1ZR S A7 M paker ) 45

2 © ® deleteBLURL.log (~/pox/ext) - gedit

File Edit View Search Tools Documents Help

| & |iggoren v _J;L'_Save o ‘;L Q Q I

| | deleteBLURL.log #

51 =
ey Sun-Jun: ‘B8 13:42:50 2014-----mmmmimimimimiis
531 delete URL in BlackList: www.yrcp.com

54 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49

53 time: Sun Jun 8 13:45:33 2014

56

57)2 delete URL in BlackList: www.youdou5.cn

58 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49
59{time: Sun Jun 8 13:45:43 2014

6.
613 delete URL in BlackList: www.yjsjl.cn

624 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49

63 time: Sun Jun 8 13:45:53 2014 SDN #5 il #% 22 44
64, 5 :

" H £
65]4 delete URL in BlackList: www.xhostcoderx.hpg.com.br A H &
66]from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49 deleteBLURL.log
67|time: Sun Jun 8 13:46:03 2014
68
69|5 delete URL in BlackList: www.wardrake.net b A7 B R IR 4
70]from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49 H’]ﬂﬂ”ﬂjz
71]time: Sun Jun 8 13:46:13 2014 e

[l 3-27 deleteBLURL.log X} 37 (1] 2 44 FR. 5] 2 35k 44 M ek 1 5%
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3.2.6 EMERRHIR (L) —TLD/SLD 4 HFFRHIHIR

(—) TLD/SLD % .33 #3¥n
% P PC-0, Nk dnsvl.py #idk, H DNS 384418 K 4 . 4“TLDadd. txt”,
it 15 E opcode B AUE Y 14, HALIE IS PC 2% /7 i K i% TLD/SLD %1 =38 iy
DNS %k, Jf Hi#id Wireshark M %2 Ethl 3 %G a5, WK 3-28 fins:

] Capturing from ethl - Wireshark [=][o][x]

File Edit View Go Capture Analyze Statistics Telephony Tools Help

B o el @ BA¢cr»vav B ool @EE -

Protocol _Info

[Filter: l[dns and ip.src==172.18.216.49 and not icmp ‘ ~ I[Expression...

No. . Time Source Destination

1636 36.453177 172.18.216.49 .1 eration (14) A ecc

2088 46.495052 172.18.216.49 222.200.160.1 DNS Unknown operation (14) A efj

2554 56.532620 172.18.216.49 222.200.160.1 DNS Unknown operation (14) A kio

2988 66.572147 172.18.216.49 222.200.160.1 DNS Unknown operation (14) A dllee

3661 76.607972 172.18.216.49 222.200.160.1 DNS Unknown operation (14) A gov

4105 86.644976 172.18.216.49 222.200.160.1 DNS Kpow ion (14) A 2e
(=} lzy@lzy:/home/lzy/Desktol 7 . ’ De op o ged =
File Edit View Terminal Help File Edit View Search Tools Decuments Help
6 aero
) [ | Eopen v #save Undo ® q q
Sent 1 packets.
[root@lzy cx_host]# python ./dnsvl.py || dnsvl.py
WARNING: No route found for IPv6 destination : 1 : e
1 ecc #! /usr/bin/python dnSley 1;%:[9%
. from scapy.all import * NS N
geg$j1 packets. from time import sleep OpCOde ;&{Ej‘j 14

y S .

- R TLD/SLD >
gea‘itol packets. fd = open("TLDadd. txt", 'r' H jzg $‘
. dns server = "222.200.160.1" TLDadtht
Sent 1 packets. -

4 dllee while True:

: q = fd.readline().strip() # use strip to take off *\n'
sent 1 packets. if not g: # to the end of file, url is null

5 gov break

sent 1 packets. grﬂtll 4

6 aero dst=dns server)/UDP(sport=RandShort(})/DNS

end (TP
dent 1 packets. h qd=DNSQR (gname=q, qtype=1,qclass=1)))
[root@lzy cx host]# []

U000 U0 0T &2 ¢9 30 B3 14 ¢f YZ 79 1T BD U9 00 45 O
8010 00 31 60 01 00 00 40 11 77 ad ac 12 d8 31 de ¢
0020 af 0 D g8 00 00 a e 00 00 00 00 0
(O eth1: <live capture in progress> F... Packets: 4648 Python v Tab Width: 8 v Ln18, Col 18 INS

3-28 Wireshark X1 %2 Ethl ufij 13035 A0 175

TLD/SLD % $.5) 38 ki &5 o & 3-29 Frow:
ALK, X TLD 4 B KA R TLD/SLD, &¥m4 fsk, i+
CAAF(E] TLD/SLD, M&Hiss, $#EEEH P C&A77E1% TLD/SLD.
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POX> Sun Jun 8 16:51:42 2014
CountingBloomFilter for Blacklist is read . n
Sun Jun_ 8 16:52:03 2014 fl SDN R
CountingBloomFilter for Whitelist is ready T2

Sun Jun 8 16:52:33 2014
CountingBloomFilter for TLD/SLD is ready.
Sun Jun 8 16:52:34 2014

BKtree for hostname is ready.

Sun Jun 8 16:52:36 2014

TLD/SLD %1%
15 42 1 B8 i

add TLD/SLD: ecc
from mac: 14:cf:92:f9:ff:6b, ip:
time: Sun Jun 8 16:53:04 2014

172.18.216.

add TLD/SLD: efj
from mac: 14:cf:92:f9:ff:6b, ip:
time: Sun Jun 8 16:53:14 2014

172.18.216.

add TLD/SLD: kio
from mac: 14:cf:92:f9:ff:6b, ip:
time: Sun Jun 8 16:53:24 2014

172.18.216.

add TLD/SLD: dllee

from mac: 14:cf:92:f9:ff:6b, ip: 172.18.216.
time: Sun Jun 8 16:53:34 2014

Add error! gov has already been in TLD.

Add error! aero has already been in TLD.

%] 3-29 TLD/SLD 4% %1 3% 384 A ) &%

54 ) addTLD.log 7] LA & Bl TLD/SLD 44 B %1 3 1844 iy hnic %, &
3-30 flr7w:

2 © ® addTLD.log (~/pox/ext) - gedit
File Edit View Search Tools Documents Help

L [aoren v Flsave (& £ Q G
| '] addTLD.log

17]1 add tld: ecc

18|from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49

19ftime: Sun Jun 8 16:53:04 2014

20

21|2 add tld: efj

22|from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49

gi time: Sun Jun 8 16:53:14 2014 SDN %E%U%%
25[3 add tld: kio TLD/SLD ¥ H
26| from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49 & addTLD.log
27|time: Sun Jun 8 16:53:24 2014

28 i
29|4 add tld: dllee TLD/SLD #; #.41]
30|from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49 i%i%[m
31|time: Sun Jun 8 16:53:34 2014

3-30 addTLD.log %N ] TLD/SLD 4 H.%1 245,42 14 nic %
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(=) TLD/SLD 4 B.%13% Ik

% P PC-0, n# dnsvl.py #EHe, H DNS 341 >k 4 B “TLDdel.txt”, @
1t opcode FBUEUE A 15, FLLELE PC % 7 it & 1% TLD/SLD %1 3 sk 1)
DNS &3k, I Hilid Wireshark M2 Ethl i 3 od, W 3-25 fios:

ﬂAppIications Places System |§’ @ @ E

’i Capturing from ethl - Wireshark [=I[e][x]
File Edit View Go Capture Analyze Statistics Telephony Tools Help

Ny PlA¢»vav BB el EE@E -

[dns and ip.src==172.18.216.49 and not icmp | ~ I[Expression... Apply
No. . Time Source Destination Protocol
89 0 0684 3 6.49 80 60 D 0 operatio A ed
2851 120.558730 172.18.216.49 222.200.160.1 DNS Unknown operation (15) A com
3323 130.597806 172.18.216.49 222.200.160.1 DNS Unknown operation (15) A ac
3777 140.633491 172.18.216.49 222.200.160.1 DNS Unknown operation (15) A net
4132 150.670482 172.18.216.49 222.200.160.1 DNS Unknown operation (15) A coop
4509 160.708484 172.18.216.49 222.200.160.1 DNS Unknown operation (15) A cat
Izy@Izy:,’hume{lzwnesktoﬁ d g Desktop o ged =
File Edit Vview Terminal Help File Edit View Search Tools Documents Help
File "./dnsvl.py", line 18, in <module> X
= s =N
sleep(10) s Open v dysave | 5 Undo BElQg
KeyboardInterrupt
[root@lzy cx_host]# python ./dnsvl.py [ dnsv1.py

WARNING: No route found for IPve destination : #!/usr/bin/python

1 ed

. o from scapy.all import * dnSV1'py *ﬁﬁ%
sent 1 packets. from time import sleep N N

eon opcode #({E 7 15

ey _ I IR

éent 1 packets. - N T norpn X > =
e !d7 *npen( TLDdeT. txt",'r )I TLD/SLD 5 *%ﬁ
: d = "222.200.160.1"

Sent 1 packets. e serer TLDdel.txt

4 net while True:

- q = fd.readline().strip() # use strip to take off '\n"

Sent 1 packets. if not q: # to the end of file, url is null

5 coop break

. int 1

sent 1 packets. Erﬂ 11 -

6 cat =dns server)/UDP(sport=RandShort())/DNS

(qr=0,0pcode=15, rd=1 Jad=DNSQR (gname=q, qtype=1,qclass=1)))
Steep

Sent 1 packets.

JUOg DU 0T el €9 Jd &3 L& cF 92 79 717
0018 B0 31 60 01 BO 08 40 11 77 ad ac 12 d8 31 de ¢
0020 a0 o g 00 00 1d a 00 _0A 79 00 00 O

(O ethl: <live capture in progress> F...  Packets: 4642 Python ~¥  Tab Width: 8 ¥ Ln 18, Col 18 INS

K] 3-31 Wireshark A%< Eth1 v 503G B

TLD/SLD 4 .51 2 Ml ek I 5 S an B 3-32 Fio:
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Sun Jun 8 17:06:12 2014
BKtree for hostname is ready.
Sun Jun 8 17:06:14 2014

delete TLD/SLD : edu
from mac: 14:cf:92:f9:ff:6b, ip:
time: Sun Jun 8 17:06:32 2014

delete TLD/SLD : com
from mac: 14:cf:92:f9:ff:6b, ip:
time: Sun Jun 8 17:06:42 2014

delete TLD/SLD : ac
from mac: 14:cf:92:f9:ff:6b, ip:
time: Sun Jun 8 17:06:52 2014

delete TLD/SLD : net
from mac: 14:cf:92:f9:ff:6b, ip:
time: Sun Jun 8 17:07:02 2014

delete TLD/SLD : coop
from mac: 14:cf:92:f9:ff:6b, ip:
time: Sun Jun 8 17:07:13 2014

delete TLD/SLD : cat
from mac: 14:cf:92:f9:ff:6b, ip:
time: Sun Jun 8 17:07:23 2014

SDN #% il 2% 5#

72

TLD/SLD %1%
144 B A Dk

K 3-32 TLD/SLD %4 5513 Mg A il 25 SR

47/58



PR deleteTLD.log 7] LAK I TLD/SLD 44 Ba%| #3844 i B ic s, &
3-33 flin:

D © @ deleteTLD.log (~/pox/ext) - gedit

File Edit View Search Tools Documents Help

| & |igmoren v ﬂSave dg", Jnd tl O\(%

| '] deleteTLD.log %

23 1 delete TLD: edu

3¢ from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49
3] time: Sun Jun 8 17:06:32 2014

3]

33 2 delete TLD: com

34 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49 . o
39 time: Sun Jun 8 17:06:42 2014 SDN 2l %

3 TLD/SLD iy H
3] 3 delete TLD: ac & deleteTLD.log
34 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49

3Q time: Sun Jun 8 17:06:52 2014 .
49 = e TLD/SLD # .51
414 delete TLD: net 2 MY

474 from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49

41 time: Sun Jun 8 17:07:02 2014
44
43 5 delete TLD: coop

4¢ from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49
4] time: Sun Jun 8 17:07:13 2014

48

4916 delete TLD: cat

50| from mac: 14:cf:92:f9:ff:6b, ip:172.18.216.49
51}time: Sun Jun 8 17:07:23 2014

3-33 addTLD.log *f M ] TLD/SLD 44 ¥ 24844 Mk ic %
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[1]
[2]

3]
[4]

[5]
[6]

[7]
[8]

[9]

[10]
[11]
[12]
[13]
[14]

[15]

275 3 R

[3:]. Thomas D. Nadeau, K. Gray.3%, and .. S7, sked5=, Bk &, A
1EE X %% : SDN 4 OpenFlow #Z#r N ESHIEHL HY Rk, 2014.4.

RS, T, Tg, T9, TRF, Bl X, 5L, SDN 4
BRI IS 757 BT Tk H i, 2013.9.

"NetFPGA," http://netfpga.org/.

SAETT R B (dEBT) R A AL "NetFPGA  Hi A o 3¢ BF i 4 X
http://netfpga.eefocus.com/.

"POX Wiki," https://openflow.stanford.edu/display/ONL/POX%20Wiki.

A. Z. M. Broder, M., “Network applications of Bloom filters: A survey,”
nternet Mathematics, vol. 1, no. 4, pp. 485-509, 2003.

=~ W i k. "python Ay BE & JE & "
http://palydawn.blog.163.com/blog/static/182969056201210260470485/.
"Scapy," http://www.secdev.org/projects/scapy/.

L. Fan, P. Cao, J. Almeida et al., “Summary cache: A scalable wide-area Web
cache sharing protocol,” leee-Acm Transactions on Networking, vol. 8, no. 3,
pp. 281-293, Jun, 2000.

IANA. "Domain Name System (DNYS) Parameters,”
http://www.iana.org/assignments/dns-parameters/dns-parameters.xhtml.
as . " fm ®Ww| M OB Kk % W B OB K %

http://www.cnblogs.com/biyeymyhjob/archive/2012/09/28/2707343.html.
HALHE, 225 L, ZREL ZWEM, “ETEAEERH S URL #RI,” 7
EHL T FZ no. 10, pp. 108-110, 2012.

W. A. Burkhard, and R. M. Keller, “Some approaches to best-match file
searching,” Commun. ACM, vol. 16, no. 4, pp. 230-236, 1973.

(T~ T - T - A - A~ < E - G
http://www.cnblogs.com/uvsjoh/archive/2012/03/27/2420120.html.

Matrix67. "JmfHii 5. PIEMESEETN.: — N B4,

http://www.matrix67.com/blog/archives/333.
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fft3% 1 BloomFilte.py

TR R T
BloomFilte.py Bloom Filter ¥ 45 #)

HRH R R R A R R R R R R R R R R R
# * coding:utf 8 _

import cmath

from Bit\Vector import BitVector

class BloomFilter(object):
def __init__(self, error_rate, elementNum):
#1H 5L AT E Y bit £

self.bit_num = -1 * elementNum * cmath.log(error_rate) / (cmath.log(2.0))

#DU T35 %) 5%

self.bit_num = self.align_4byte(self.bit_num.real)

#5re N AT

self.bit_array = BitVector(size=self.bit_num)

#1T 5 hash 25015, only effected by error_rate
self.hash_num = cmath.log(2) * self.bit_num / elementNum
self.nash_num = self.hash_num.real

#) | HUEE

self.hash_num = int(self.hash_num) + 1

#7744 hash R $0Fh -+
self.hash_seeds = self.generate_hashseeds(self.hash_num)

def insert_element(self, element):
for seed in self.hash_seeds:
hash_val = self.hash_element(element, seed)
self.bit_array[hash_val] =1  #i% B A ELAF 67

#IE BT R O AFAE, (F(EIR[A] true, 53R [A] false
def has_element(self, element):
for seed in self.hash_seeds:
hash_val = self.hash_element(element, seed) #calculate hash value
if self.bit_array[hash_val] ==0: #&F&H
return False
return True
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#HINAEXS T

def align_4byte(self, bit_num):
num = int(bit_num / 32)
num =32 * (num + 1)
return num

#7742 hash B UM 1~ hash_num /> 2 %;
def generate_hashseeds(self, hash_num):

count=0
HIE LA P T N EE
gap =50

hash_seeds =[]
for index in xrange(hash_num):  ##/1454k hash Fh ¥4 0
hash_seeds.append(0)
for index in xrange(10, 10000):
max_num = int(cmath.sqrt(1.0 * index).real)
flag=1
for num in xrange(2, max_num):
if index % num == 0:
flag=0
break

if flag == 1:
HIEELEP S hash Fh-1- 1) 2 (H 2 KA 1T
if count > 0 and (index - hash_seeds[count - 1]) < gap:
continue
hash_seeds[count] = index
count = count + 1

if count == hash_num:
break
return hash_seeds

def hash_element(self, element, seed): # BKDR hash for string
hash_val =1
for ch in str(element):
hash_val = hash_val * seed + ord(ch)

hash_val = abs(hash_val) —#B{ 445 (i

hash_val = hash_val % self.bit_num #HU%, Bk 7
return hash_val

51/58



ffit3% 2 CountingBloompFilte.py

T R T R R R R T R A T ]
CountingBloomFilte.py CountingBloom Filter %4 45 #4
BR AR R AR R R R R R R A iR R

# * coding:utf 8 _
import cmath
from Bit\Vector import BitVector

class CountingBloomFilter(object):
def __init__(self, error_rate, elementNum):
#1H 5L HT E Y bit %L
self.bit num = (-1) * elementNum * cmath.log(error_rate) /
(cmath.log(2.0))

#PU 7R 57
self.bit_num = self.align_4byte(self.bit_num.real)

#chxfan: CBF needs 4 times that BF need
self.bit_num = 4*self.bit_num
print 'bit_num = %d' % self.bit_num

#73 lE A7
self.bit_array = BitVector(size=self.bit_num)

#1150 hash &A%Y, only effected by error_rate
self.nash_num = cmath.log(2) * self.bit_num / elementNum
self.hash_num = self.hash_num.real

#i) bR
self.hash_num = int(self.hash_num) + 1
print ‘hash_num = %d" % self.hash_num

#7=4 hash R 201

self.hash_seeds = self.generate_hashseeds(self.hash_num)
#for s in self.hash_seeds:
# prints

def insert_element(self, element):
tmp c=0
for seed in self.hash_seeds:
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hash_val = self.hash_element(element, seed)
#self.bit_array[hash_val] =1  #¥ B M) 4 ELEEfr
tmp = self.bit_array[4*hash_val:4*hash_val+4]
if tmp.intValue() <= 14:
self.bit_array[4*hash_val:4*hash_val+4] = BitVector(size=4,intVal=
tmp.intValue() + 1)
if tmp.intValue() > 1:
tmp c+=1
if tmp_c == self.hash_num:
print "The new added element (%s) is not able to be deleted.” %
(element)

#IE B IC RS T AFAE, AFAEIR[F] true, 5 IJIR [A] false
def has_element(self, element):
for seed in self.hash_seeds:
hash_val = self.hash_element(element, seed) #calculate hash value
tmp = self.bit_array[4*hash_val:4*hash_val+4]
#if self.bit_array[hash_val] == 0: #®& &4
if tmp.intValue() ==0: #&&1{H
return False
return True

#MIEREEA TR
def delete_element(self, element):
for seed in self.hash_seeds:
hash_val = self.hash_element(element, seed)
tmp = self.bit_array[4*hash_val:4*hash_val+4]
# whether element is in CBF or not, should be check by the call of
has_element by the user. the func in CBF should be as simple as possible.

#if tmp.intValue() == 0:  #&E1H
#print "delete error! No such element: %s." % element
# return
# else:
self.bit_array[4*hash_val:4*hash_val+4] = BitVector(size=4,intVal=

tmp.intValue() - 1)

HNAERT 5

def align_4byte(self, bit_num):
num = int(bit_num / 32)
num =32 * (num + 1)
return num
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#774E hash BRECFR -+, hash_num />3 %
def generate_hashseeds(self, hash_num):
count=0
HIE LS Tl ) BN E A
gap =50

hash_seeds =[]
for index in xrange(hash_num):  ##J454k hash Fh -1~ 0
hash_seeds.append(0)
for index in xrange(10, 10000):
max_num = int(cmath.sqrt(1.0 * index).real)
flag=1
for num in xrange(2, max_num):
if index % num == 0:
flag=0
break

if flag == 1:
#IELEIN S hash 1B Z2 (5 2 KA 17
if count > 0 and (index - hash_seeds[count - 1]) < gap:
continue
hash_seeds[count] = index
count = count + 1

if count == hash_num:
break
return hash_seeds

def hash_element(self, element, seed): # BKDR hash for string
hash_val =1
for ch in str(element):
hash_val = hash_val * seed + ord(ch)

hash_val = abs(hash_val) —#H 4% {4

hash_val = hash_val % (self.bit_num/4) #EU, [k 7
return hash_val
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{3 3 BKtree.py

T R T R R R R T R A T ]
BKtree.py BK-Tree (445

BR AR R AR R R R R R R A iR R
#!/usr/bin/python

# -*- coding: utf-8 -*-

findOne = False

def calculateDist(strl, str2):
lenl = len(strl)
len2 = len(str2)

# YA
diff = [[i+] for j in range(len2 + 1)] for i in range(lenl + 1)]

for row in range(1,lenl+1):
for col in range(1,len2+1):

if strl[row-1] == str2[col-1]:
f=0

else:
f=1

diff[row][col] = min(difffrow][col-1]+1, diff[row-1][col]+1,

diff[row-1][col-1]+f)

#sim = 1 - float(diff[len1][len2])/float(max(lenl,len2)) #EALLSE
return diff[len1][len2] # edit distance

class TreeNode(object):
#data: its string
#children: N>=0 children
#dist: distance from father node
def __init_ (self,data = O,children = None,dist = 0):
self.data = data
self.children = children
self.dist = dist
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def setData(self,data):
self.data = data

def getData(self):
return self.data

def setChildren(self,children):
self.children = children

def getChildren(self):
return self.children

def setDist(self,dist):
self.dist = dist

def getDist(self):
return self.dist

def DFStraversal(self):
#print self.data, self.dist
if self.children == None:
return
else:
for i in range(len(self.children)):
self.children[i].DFStraversal()

def insert(self,node):
if(self.data == node.getData()):
return
#print "%s is already in BK tree.” % self.data
elif self.children == None: # &1 &
node.setDist( calculateDist(self.data, node.getData()) )
self.children = [node]
else:  # 4T AL data FE AT SN, T H G BT AR T A
dist = calculateDist(self.data, node.getData())
for i in range(len(self.children)):
if self.children[i].getDist() == dist:
self.children[i].insert(node)
return
#IT A BT A dist A — 1
node.setDist(dist)
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self.children.append(node)

# -4k node.data X 87 [ 5% /)N edit dist FTAH R 55 data
def findMinDist(self,node,minDist,minData,beta):
dist = calculateDist(self.data, node.getData())
#print self.data,dist
# SET R H AT E CYRTY R B/ dist 5 %58 hostname
if dist < minDist:
minDist = dist
minData = self.data
#print dist, self.data, node.getData(),minDist,minData

# KA E data BIF5 4 (dist==0) #H KIS KRN ER
(dist==1), WJIZ[A], FFE5HE#HH7EH
global findOne
if dist ==0 or dist == 1:
findOne = True
return [minDist,minData]
elif self.children == None: # /71 SBA 7555, R[]
return [minDist,minData]
else: # 5 self.data ANULEC, 10 HA 77585
min_x = max(1, abs(dist - beta))
max_x = dist + beta
for i in range(len(self.children)):
if self.children[i].getDist() >= min_x and self.children[i].getDist()
<= max_x:
[minDist,minData] =
self.children[i].findMinDist(node,minDist,minData,beta)
if findOne:
break
return [minDist,minData]

class BKtree(object):
def __init__ (self,root = None):
self.root = root

def setRoot(self,root):
self.root = root

def getRoot(self):
return self.root
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def isEmpty(self):
if self.root == None:
return True
else:
return False

def DFStraversal(self):
if self.isEmpty():
print "empty BK tree"
return
else:
self.root.DFStraversal()

def insert(self,node):
if self.isEmpty():
self.setRoot(node)
else:
self.root.insert(node)

def findMinDist(self,s,beta):

if self.isEmpty():
print "empty BK tree"
return [-1.-1]

else:
global findOne
findOne = False
node = TreeNode(s)
return self.root.findMinDist( node,calculateDist(self.root.getData(),s),

self.root.getData(), beta )
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