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® 11 WESERIAER AR E S RS U RS W E

P L it HAE RS WA IP
PC-A OpenFlow Switch 1 | Centos 5.6 32 fi. 2G Eth1:192.168.100.11/24
With Netfpga Nf2c0:192.168.111.254/24
PC-B OpenFlow Switch 2 | Centos 5.6 32 fif. 2G Eth1:192.168.100.22/24
With Netfpga Nf2c0:192.168.122.254/24
Nf2c1:192.168.133.254/24
PC-C OpenFlow Ubuntu 10.04 32 2G Eth1:192.168.100.100/24
Controller ‘A
CRH POXD
PC-0 Host Fedoral 13 32 fif 2G Eth1:192.168.111.201
MAC:68:05:CA:08:1F:C4
PC-1 ServerA Fedoral 13 32 fif 2G Eth1:192.168.122.202
MAC:14:CF:92:F9:FF.6B
PC-2 ServerB Centos 5.6 32 {iz 2G Eth0:192.168.133.203
MAC:1C:6F:65:49:FC:3F

M9, sERndiE KR ER

(—) OpenFlow 2467 & ¥IUH 1L
1.PC-A ¥tk tk
#IP Iic & (ifconfig)
ifconfig eth0 192.168.100.11
ifconfig nf2c0 192.168.111.254

#ATUR LR

{usr/local/sbin/cpci_reprogram.pl —all

# T %% OpenFlow bit S 4
nf_download /usr/local/netfpga/bitfiles/openflow_switch.bit

#9¢ & openflow datapath(i# 4% /usr/local/netfpga/openflow/udatapath)
cd /usr/local/netfpga/openflow/udatapath
Jofdatapath --detach punix:/var/run/dp0 -d 40169FF344C0 -i nf2c0,nf2c1,nf2c2,nf2¢c3

#5312 Controller #4718 15 (#% 4% /usr/local/netfpga/openflow/secchan)
cd /usr/local/netfpga/openflow/secchan
Jofprotocol unix:/var/run/dp0 tcp:192.168.100.100:6633

#ERAR S B
cd /usr/local/netfpga/openflow/utilities
Jdpctl dump-flows unix:/var/run/dp0

L RSB 2 POX+POXDesk, POXDesk #& POX ff—AN444, #4401 web UL, i &7R switch £ host
HBEIM . BoR switch (R ZEIIRE. FaEUhht: https://github.com/09zwcbupt/undergrad_thesis
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2.PC-B WAL

#IP it & (ifconfig)

ifconfig eth0 192.168.100.22
ifconfig nf2c0 192.168.122.254
ifconfig nf2¢3 192.168.133.254

#ATIR LR

{usr/local/sbin/cpci_reprogram.pl —all

# %% OpenFlow bit S 4
nf_download /usr/local/netfpga/bitfiles/openflow_switch.bit

#¥¢ E openflow datapath(i# 4% /usr/local/netfpga/openflow/udatapath)
cd /usr/local/netfpga/openflow/udatapath
Jofdatapath --detach punix:/var/run/dp0 -d 40169FF344C0 -i nf2c0,nf2c1,nf2c2,nf2¢c3

#5312 Controller #4718 15 (% 4% /usr/local/netfpga/openflow/secchan)
cd /usr/local/netfpga/openflow/secchan
Jofprotocol unix:/var/run/dp0 tcp:192.168.100.100:6633

#ERR S B
cd /usr/local/netfpga/openflow/utilities
Jdpctl dump-flows unix:/var/run/dp0

3.PC-C #Ihtk
#IP Bic & (ifconfig)
ifconfig ethl 192.168.100.100

#POX T RIEAEE

Jpox.py samples.pretty log web messenger \

messenger.log_service messenger.ajax_transport openflow.of _service \
poxdesk openflow.discovery poxdesk.tinytopo \

openflow.of 01 --address=192.168.100.100 --port=6633 py

WK 4-1 fioR

root@lzy-desktop:~/pox# ./pox.py samples.pretty log web messenger messenger.log servic
« e messenger.ajax_transport openflow.of service poxdesk openflow.discovery poxdesk.tiny|
topo openflow.of 01 --address=192.168.100.100 --port=6633 py

POX 0.1.0 (betta) / Copyright 2011-2013 James McCauley, et al.

[core ] POX 0.1.0 (betta) is up.

This program comes with ABSOLUTELY NO WARRANTY. This program is free software,
and you are welcome to redistribute it under certain conditions.

Type 'help(pox.license)' for details.

40-16-9f-f3-44-cO > [openflow.of_61 ] [00-1f-dB8-92-25-5b 1] connected
[openflow.of_61 ] [40-16-9f-f3-44-c0 2] connected
[openflow.discovery ] link detected: 00-1f-d@-92-25-5b.3 -> 40-16-9f-f3-44-c0.2

pox>

00-1f-d0-92-25-5b

K 4-1 POX Ja 315 switches %E+: I
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#S N MAC, 1P, stk

from pox.lib.addresses import IPAddr
from pox.lib.addresses import EthAddr
import pox.openflow.libopenflow_01 as of

R B R4 15 Y openflow switch ) key[Switch2,Switchi]
core.openflow.connections.keys()

[136643224923L, 70465916978368L]

WK 4-2 Fios:

POX> [openflow.of 01 ] [06-1f-d6-92-25-5b 1] connected
[openflow.of 01 ] [40-16-9f-f3-44-cO 2] connected
[openflow.discovery ] link detected: 006-1f-d6-92-25-5b.3 -> 40-16-9f-f3-44-c0.2

POX> from pox.lib.addresses import IPAddr

POX> from pox.lib.addresses import EthAddr
POX> import pox.openflow.libopenflow 01 as of
POX> core.openflow.connections.keys()
[136643224923L, 70465916978368L]

S |

4-2 FREUE R H]5  openflow switches [ keys

(=) SIS SR RACE , 3T Controller N Rii#E % PC-A 5 PC-B, f#15 PC-0
HLAT P& B AR S5 45 A F1 B

iid Controller POX T ki %

#Openflow switchl ¥ 7% 17
ofsl_msgl=of.ofp_flow_mod(command=0)
ofsl_msgl.priority=3

ofsl_msgl.match.in_port=1

ofsl_msgl.match.dl_type=0x0800
ofsl_msgl.actions.append(of.ofp_action_output(port=2))
core.openflow.connections[70465916978368L].send(ofs1_msgl)

ofsl_msg2=of.ofp_flow_mod(command=0)

ofsl_msg2.priority=3

ofsl_msg2.match.in_port=2

ofsl_msg2.match.dl_type=0x0800
ofsl_msg2.actions.append(of.ofp_action_dl_addr.set_dst("68:05:CA:08:1F:C4"))
ofsl_msg2.actions.append(of.ofp_action_output(port=1))
core.openflow.connections[70465916978368L].send(ofsl_msg2)

W 4-3 Fios:
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POX> [openflow.of 01 ] [00-1f-d6-92-25-5b 1] connected
[openflow.of 01 ] [40-16-9f-f3-44-c0 2] connected
[openflow.discovery ] link detected: 00-1f-d6-92-25-5b.3 -> 40-16-9f-f3-44-¢c0.2

POX> from pox.lib.addresses import IPAddr
POX> from pox.lib.addresses import EthAddr
POX> import pox.openflow.libopenflow 01 as of
POX> core.openflow.connections.keys()

7£ Controller I, &k

[136643224923L, 70465916978368L] %35 Switchl I
ofsl msgl=of.ofp flow mod(command=0)
ofsl msgl.priority=3
ofsl msgl.match.in port=1

ofsl msgl.match.dl type=0x0800
ofsl msgl.actions.append(of.ofp action output(port=2))
core.openflow.connections[70465916978368L].send(ofsl msgl)

ofsl msg2=of.ofp flow mod(command=0)

ofsl msg2.priority=3

ofsl msg2.match.in port=2

ofsl msg2.match.dl type=0x0800

ofsl msg2.actions.append(of.ofp action dl addr.set dst("68:05:CA:08:1F:C4"))
ofsl msg2.actions.append(of.ofp action output(port=1))
core.openflow.connections[70465916978368L].send(ofsl msg2)

4-3 J@iE POX [f] switch 1 K &I
POX | Switchl 1l 4-4 .

@), 40-16-9f-13-44-c0 - TableViewer

Switch  Operations
port , dl_src [ dl_dst ‘ dl_type ‘ nw_src ‘ nw_dst i actions i B2
2 P SET_DL_DST,OUTPUT:1
1 P OUTPUT:2
01:23:20:00:00:01 LLDP 0.0.0.0 0.0.0.0 OUTPUT:OFPP_CONTROLLER

Kl 4-4 POX LBy Switch 1
PC-A F Switchl EimFEW& 4-5 fin:

Izy @localhost:/usr/local/netfpga/openflow/utilities

Fle Edit View JTerminal Tabs Help

stats reply (xid=0x3T07ccB8): flags=none type=1{flow) =

cookie=0, duration sec=176s, duration_nsec=808000000s, table id=0, priority=3,
n_packets=386, n_bytes=37828, idle_ timeout=0,hard_ timeout=0,ip,in_port=2,action
s=mod_dl_dst:68:05:ca:08:1T:cd,output:1l

cookie=0, duration_sec=179s, duration_nsec=156000000s5, table_id=0, priority=3,
n_packets=485, n_bytes=47530, idle timeout=0,hard timeout=0,ip,in_port=1,action
s=output:2 Sl

cookie=0, duration_sec=361s, duration_nsec=100880008s, table_ id=2, priority=65
BE0, n_packets=70, n_bytes=4200, idle_timeout=0,hard_timeout=0,dl_dst=081:23:20:0
0:00:01,dl_type=0x88cc,nw src=0.0.0.0,nw dst=0.0.0.0,nw_tos=0x00,nw_proto=0,tp_s
rc=0,tp dst=0,actions=CONTROLLER:65535
[root@localhost utilities|# ./dpctl dump-Tlows unix:/var/run/dpd
stats_reply (xid=0xday77Te41): flags=none type=1(flow)

cooklie=0, duration_sec=5384s, duration_nsec=262000000s, table_id=0, priority=3,
n_packets=1630, n_bytes=161969, idle timeout=0,hard timeout=0,ip,in_port=2,acti
ons=mod_dl_dst:68:85:ca:08:1f:cd,output:1

cookie=0, duration_sec=586s, duration_nsec=6108000088s, table id=0, priority=3,
n_packets=1771, n_bytes=174508, idle_timeout=0,hard_timeout=0,ip,in_port=1,acti
ons=output:2

cookie=0, duration sec=768s, duration_nsec=554000000s5, table id=2, priority=65
BO6, n_packets=148, n_bytes=8880, idle timeout=0,hard timeout=0,d1 _dst=01:23:20:
00:00:01,d1_type=0x88cc,nw _src=0.0.0.0,nw_dst=0.0.08.0,nw_tos=0x00,nw_proto=0,tp_
src=0,tp dst=0,actions=CONTROLLER:65535 i . .
[root@localhost utilities]# || OpenFlow Switchl it % i

4-5 Switch 1 _F#E
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#Openflow switch2 i % 17

ofs2_msgl=of.ofp_flow_mod(command=0)

ofs2_msgl.priority=3

ofs2_msgl.match.in_port=3

ofs2_msgl.match.dl_type=0x800
ofs2_msgl.match.nw_dst="192.168.122.202/32"
ofs2_msgl.actions.append(of.ofp_action_dl_addr.set_dst("14:CF:92:F9:FF:6B"))
ofs2_msg1l.actions.append(of.ofp_action_output(port=1))
core.openflow.connections[136643224923L].send(ofs2_msgl)

ofs2_msg2=of.ofp_flow_mod(command=0)
ofs2_msg2.priority=3

ofs2_msg2.match.in_port=1
ofs2_msg2.match.dl_type=0x0800
ofs2_msg2.actions.append(of.ofp_action_output(port=3))
core.openflow.connections[136643224923L].send(ofs2_msg2)

ofs2_msg3=of.ofp_flow_mod(command=0)

ofs2_msg3.priority=3

ofs2_msg3.match.in_port=3

ofs2_msg3.match.dl_type=0x0800
ofs2_msg3.match.nw_dst="192.168.133.203/32"
ofs2_msg3.actions.append(of.ofp_action_dl_addr.set_dst("1C:6F:65:49:FC:3F"))
ofs2_msg3.actions.append(of.ofp_action_output(port=4))
core.openflow.connections[136643224923L].send(ofs2_msg3)

ofs2_msg4=of.ofp_flow_mod(command=0)
ofs2_msg4.priority=3

ofs2_msg4.match.in_port=4
ofs2_msg4.match.dl_type=0x0800
ofs2_msg4.actions.append(of.ofp_action_output(port=3))
core.openflow.connections[136643224923L].send(ofs2_msg4)

& 4-6 Frs:
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ofs2 msgl=of.ofp flow mod(command=0)

ofs2 msgl.priority=3

ofs2 msgl.match.in port=3

ofs2 msgl.match.dl type=0x8600

ofs2 msgl.match.nw dst="192.168.122.202/32"

ofs2 msgl.actions.append(of.ofp action dl addr.set dst("14:CF:92:F9:FF:6B"))
ofs2 msgl.actions.append(of.ofp action output(port=1))
core.openflow.connections[136643224923L].send(ofs2 msgl)

" 2N
ofs2 msg2=of.ofp flow mod(command=0) ‘—f'f_ Controller I, Tji{/IL
ofs2 msg2.priority=3 ] A .
ofs2 msg2.match.in port=1 2l Switch2 |-
ofs2 msg2.match.dl type=0x0800

ofs2 msg2.actions.append(of.ofp _action output(port=3))
core.openflow.connections[136643224923L].send(ofs2 msg2)

ofs2 msg3=of.ofp flow mod(command=0)

ofs2 msg3.priority=3

ofs2 msg3.match.in port=3

ofs2 msg3.match.dl type=0x0800

ofs2 msg3.match.nw dst="192.168.133.203/32"

ofs2 msg3.actions.append(of.ofp action dl addr.set dst("1C:6F:65:49:FC:3F"))
ofs2 msg3.actions.append(of.ofp action output(port=4))
core.openflow.connections[136643224923L].send(ofs2 msg3)

ofs2 msg4=of.ofp flow mod(command=0)

ofs2 msg4.priority=3

ofs2 msg4.match.in port=4

ofs2 msg4.match.dl type=0x0800

ofs2 msg4.actions.append(of.ofp action output(port=3))
core.openflow.connections[13664322492 .send(ofs2 msg4)

4-6 J@IE POX [f] switch 2 K &I
POX |F Switch2 FE 4-7 Frx:

@, 00-1f-d0-92-25-5b - TableViewer Sl s
Switch  Operations
Iport } dl_src ‘ dl_dst ‘ dl_type J nw_src ‘ nw_dst \ actions (s ]
3 P 192.168.... SET_DL_DST,OUTPUT:4
1 P OUTPUT:3
3 P 192.168.... SET_DL_DST,OUTPUT:1
01:23:20:00:00:01 LLDP 0.0.0.0 0.0.0.0 OUTPUT:OFPP_CONTROLLER

4-7 POX i Switch 2
PC-B k Switchl kiR wK 4-8 frn:

= Izy @localhost:/usr/local/netfpga/openflow/utilities E]@E]
File Edit View Terminal Tabs Help
[lzy@localhost ~]% su | =4
Password:
su: incorrect password
[lzy@localhost ~]% su
Password:
[root@localhost lzy]# cd fusr/local/netfpga/openflow/utilities
[root@localhost utilities]# ./dpctl dump-flows unix:/wvar/run/dp@
stats_reply (xid=8x57T9565dl): flags=none type=1(flow)
TO0L@loCalnost ULLLLItles ¥ .7dpCLL dump-TL0wWs UNix:Jvar/run;dpo
stats_reply (xid=0x865e7e536): flags=none type=1{Tlow)

cookie=0, duration_sec=B86s, duration_nsec=981000000s, table id=8, priority=3,
n_packets=87, n_bytes=8526, idle timeout=0,hard_timeout=0,ip,1in_port=3,nw_dst=19
2.168.133.203,actions=mod_dl_dst:lc:6T:65:49:fc:3f,output:4

cookie=0, duration_sec=86s, duration_nsec=996000000s, table id=0, priority=3,
n_packets=261, n_bytes=25578, idle_timeout=0,hard_timeout=0,ip,in_port=1,actions
=output:3

cookie=0, duration_sec=87s, duration nsec=266000000s, table id=08, priority=3,
n_packets=174, n_bytes=17052, idle_timeout=0,hard_timeout=0,ip,in_port=3,nw_dsts
192.168.122.202,actions=mod_dl_dst:14:cf:92:f9:ff:6b,output:1

cookie=0, duration_sec=319s, duration_nsec=818000000s, table_id=2, priority=65
080, n_packets=0, n_bytes=0, idle_ timeout=0,hard_timeout=0,dl_dst=01:23:20:00:00
:01,d1l_type=0x88cc,nw src=0.0.0.0,nw_dst=0.0.0.0,nw tos5=0x00,nw proto=0,tp src=0
,tp_dst=0,actions=CONTROLLER:65535 . . )
[root@localhost utilities]# [] OpenFlow Switch2 it I —

4-8 Switch 2 I #E
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(=) s2IGas UL LI Rk
1.Host [ ServerA:
Host (FEHL4 N lee):

-

ethl

[ZF@EEE ~'F ssh 192.168.122.202
szj " .122.2082's password:

|Las¥ login: Sun Apr 27 11:17:13 2014 from 192.1658.111.201

lzy@lzy:~

File Edit View Terminal Help
[lzy@lee TS LITconiig etnl

ink encap:Ethernet Hwadd§ 68:05:CA:08:1F:C4

inet addr:192.168.111.201 |Bcast:192.168.111.255 Mask:255.255.255.0

AST IMJU:1580 Metric:1

RX packets:24340 errors:0 dropped!® overruns:8 frame:0
TX packets:23970 errors:@ dropped:® overruns:@ carrier:@
collisions:8 txgqueuelen:1808

RX bytes:2374260 (2.2 MiB) TX bytes:2360416 (2.2 MiB)
Memory: feaef000- feb0pOBO

Tlzy@lzy ~19] Ls

UESRLUY

Tbnloads usic Pictures Templates

Documents Ji am ServerA [packETH Public Videos
[lzy@lzy ~]5 []

=) (B R

[>]

& il ServerA:

& “1 am ServerA”

1. MR EHLHH lee—lzy
2. WLELH| ServerA 5[ 3L

Kl 4-9 Host & ServerA

ServerA(F M4 F N lzy):

lzy@lzy:/home/lzy S]]
File Edit View Terminal Help
[root@lzy lzyl# fetc/init.d/sshd start [~]
[root@lzy
ethl Link encap:Ethernet HwWadgr 14:CF:92:F9:FF:6B

inet addr:192.168.122.202| Bcast:192.168.122.255 Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:15008 Metric:1

RX packets:19379 errors:® dropped:8 overruns:@ frame:@

TX packets:21675 errors:® dropped:® overruns:@ carrier:@

collisions:® txqueuelen:1080

RX bytes:1902886 (1.8 MiB) TX bytes:2128114 (2.0 MiB)

Interrupt:16 Base address:@xecfd
[root@lzy lzy]# 1s
Desktop Download Music Pictures Templates . :
Documents packETH Public  Videos ServerA SLIHISCHFR
[root@lzy [Zy# | “l am ServerA”

K] 4-10 ServerA
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2.Host & [ ServerB:
Host (351%?2}73 lee):

File Edit View Terminal Help

[root@lee [Tzy]# 1tconilig etnl [~]
ethl Link encap:Ethernet Hwaddr 68:05:CA:08:1F:C4
inet addr:192,168.111.2811 Bcast:192.168.111.255 Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:1

RX packets:30548 errors:0 dropped:@ overruns:@ frame:@
TX packets:28896 errors:0 dropped:0 overruns:@ carrier:8
collisions:8 txqueuelen:1868

RX bytes:2985523 (2.8 MiB) TX bytes:2844639 (2.7 MiB)
Memory: feaef08e - feb0aoae

rogt@le 4 ssh 192.168.133.2083

.168 133.203"s password:

3 o i eb 5 14:28:02 2010 from 192.168.111.201
[rootelocalhost =]z —

anaconda-Ks.c1g

[root@localhost ~]#

install.log install.log.syslog netfpoa

Z[ili ServerB:
1. W % 3 £ ¥l 4 H

lee—localhost

2. MELF| ServerB & [H 1
2“1 am ServerB”

K| 4-11 Host & ServerB

ServerB (FAH14 M localhost):

= Izy@localhost:~ ===
Fle Edit View Terminal Tabs Help

[root@localhost ~]# fetc/init.d/sshd start
Starting sshd: [ OK 1

[+]

[root@loc ~1# 1Tc0nhg EThD
ethd ink encap:Ethernet HWadg@r 1C:6F:65:49:FC:3F

inet addr:192.168.133.203) Bcast:192.168.133.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1

RX packets:17692 errors:0 dropped:@ overruns:8 frame:@

TX packets:34206 errors:0 dropped:@ overruns:8 carrier:0
collisions:@ txqueuelen:1000

RX bytes:1674885 (1.5 MiB) TX bytes:2996912 (2.8 MiB)

Interrupt:50 Base address:0x2000

[root@localhost ~]# 1s
anaconda-ks.cfg install.log dinstall.leg.syslog netfpga
i

[root@localhost ~]#

ServerB S A4

“1 am ServerB”

4-12 ServerB
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3.ServerA 5 ServerB T #H & [t
ServerA %[ ServerB:

lzy@lzy:ihomejlzy

File Edit View Terrrgnal Help

[root@lzy lzyl# /fetc/init.d/sshd start

[root@lzy [Zy]# 1TconTlig e

ethl | ink encap:Ethernet Hwaddr 14:CF:92:F9:FF:6B

inet addr:192.168.122.20 Bcast:192.168.122.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1

RX packets:19379 errors:0 dropped:@ overruns:@ frame:8

TX packets:21675 errors:@ dropped:® overruns:@ carrier:@
collisions:® txgueuelen:1800

RX bytes:1902086 (1.8 MiB) TX bytes:2128114 (2.8 MiB)

Interrupt:16 Base address:0xecff

[root@lzy lzyl]# ls
Desktop Downloads Music Pictures Templates
Documents i am ServerA packETH Public Videos
rnot@[zy [Zy # 5sh 102.108.133.203
5sh: connect to host 192.168.133.283 port 22: Connection timed out
root@lzy lzy]# ssh 192.168.133.203
ssh: connect to host 192.168.133.283 port 22: Connection timed out
root@lzy Lzy]# ||

ServerA %[t ServerB, M%Z
Elpeeeeingl

K 4-13 ServerA Joi %[k ServerB
ServerB & [ii ServerA:

[= lzy@localhost:~ —o

File Edit View Terminal Tabs Help

[root@localhost ~]# sfetc/init.d/sshd start
Starting sshd: [ OK ]
[root@locs : J

eth@
:255.255.255.0

up BRDADCAST RUNNING HULTICAST MTU 1538 Metrlc 1

RX packets:16586 errors:0 dropped:0 overruns:0@ frame:0
TX packets:33100 errors:0 dropped:@ overruns:0 carrier:0
collisions:® txqueuelen:1008

RX bytes:1566820 (1.4 MiB) TX bytes:2888004 (2.7 MiB)
Interrupt:50 Base address:0x8008

[root@Eloca]lbhost 14 15

anaconda-ks.cfg 1i_am_ServerB 1install.log 1install.log.syslog netfpga
[root@localhost ~]# ssh 192.168.122.202

ssh: connect to host 192.168.122.202 port 22: Connection timed out
Lruat@lacalhust ~]# ssh 192.168.122.202

L

ServerB [ ServerA, M%<
B E LB

[+

K| 4-14 ServerB ik & it ServerA
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